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Abstract. Inthis paper, we show that two variants of Stern’s identification scheme
[IEEE IT '96] are provably secure against concurrent attacks under the assump-
tions on thevorst-casdardness of lattice problems. These assumptions are weaker
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1 Introduction

Many researchers have so far developed cryptographic schemes based on combinato-
rial problems related to knapsacks, codes, and lattices, due to the intractability of the
underlying problems, thefigciency of primitive operations, and the threat of quantum
computers to number-theoretic schenfi&.[

The cryptographic schemes based on combinatorial problems usually assume the
average-caséardness of the underlying problem because they have to deal with ran-
domly generated cryptographic instances such as keys, plaintexts, and ciphertexts. This
implies security risk in such schemes since it is generally hard to show their average-
case hardness. In fact, several attacks against such schemd&lk gefle found in the
practical settings. The cryptographic schemes only based on the average-case hardness
are more likely to be at risk of these kinds of attacks.

It is therefore significant to guarantee the security under the worst-case hardness.
Ajtai [ showed that the average-case hardness of some lattice problem is equivalent
to its worst-case hardness. His seminal result opened the way to cryptographic schemes
based on the worst-case hardness of lattice problems. Several lattice-based schemes
were proposed such as public-key encryption schemes, e.g., by Ajtai and O8jork [
and hash function@I0[1q).

Among varieties of lattice-based cryptographic schemes, there are very few results
on the identification (ID) schemes based on the worst-case hardness of lattice problems.
For example, Micciancio and Vadhan proposed ID schemes based on the worst-case
hardness of lattice problems, such as the gap versions of the Shortest Vector Problem.



These schemes are obtained from their statistical zero-knowledge protocoffigigne
provers[[{]. Recently, Lyubashevsky also constructed lattice-based ID schemes secure
against active attacki@j].

1.1 Our Contributions

In this paper, we propose two variants, which we cajl and &, of Stern’s ID
schemelZd. The variants are secure against concurrent affackder the assumptions

on theworst-casehardness of lattice problems, which are the gap version of the Short-
est Vector Problem with an approximation fac(n) (GapSV%(n)) and the Shortest

Vector Problem for ideal lattices with an approximation fadfn) (A(f)-SVP5

),
(n)
respectively, wheré&(g(n)) = O(g(n) poly logg(n)) for a functiong in n.

The gap version of SVP (GapSVP) has already been used in the known lattice-based
cryptographic constructionEII6[). SVP for ideal latticesA(f)-SVP) was recently
introduced by Lyubashevsky and Miccianddd to improve the €iciency of lattice-
based hash functions along the line of MiccianBid|[ The dficiency of our ID scheme
can be also improved by using SVP for ideal lattices.

Our variants basically follows the same framework as Stel@8 He presented a
statistical zero-knowledge argument secure under the assumption of the average-case
hardness of the Syndrome Decoding Problem (or a generalized version called the Mod-
ular Knapsack Problem) and a string commitment scheme. Changing the assumptions
and adjusting the parameters, we successfully remove the assumption on a string com-
mitment scheme since we can build it from the hash functions based on lattice problems.

Moreover, our variants yieldfcient schemes for ad hoc anonymous identification
(AID) based on the worst-case hardness of Ga@r}z/)FandA(f)-SVP’of’(nz), which are
secure against concurrent chosen-group attacks. The AID scheme was originally pro-
posed and formulated by Dodis, Kiayias, Nicolosi, and Sh@ipThe protocol is done
by two parties, a prover and verifier, but we implicitly suppose an ad hoc group. Given
public keys of all members of the group to the verifier (and the prover), the goal is to
convince the verifier that the prover belongs to the group, without being specified who
the prover is of the group, if and only if the prover is an actual member of the group.
Dodis et al. presented a general construction of AID schemes from any accumulator
with one-way domain and showed that constant-size signer-ambiguous group and ring
signatures can be obtained from AID schemes by using the Fiat-Shamir transformation.

We modify our variants of Stern’s ID scheme into AID schemes based on a similar
strategy to Wu, Chen, Wang, and Wandgg]J; which gave an AID scheme based on
the Weak Dependence Problem. However, there was neither formal definition of the
assumption nor explicit security proof for their schem@ [ Thus, we formally define
a concurrent version of the security notion, the security against impersonation under
concurrent chosen-group attacks, and prove that our AID schemes have this security
notion.

1 In active attacksan adversary could interact the prover prior to impersonatiogohtur-
rent attacksan adversary could interact manyfdrent prover “clones” concurrently prior to
impersonation. Each clone has the same secret key, but has independent random coins and
maintain its own state. After interacting many clones, the adversary would impersonate.



1.2 Overview of Our Variants

For simplicity, we only consider the ID scheme based on GapSVP in what follows. We
first construct a string commitment scheme based on the lattice problem. Then we will
describe the idea of the proof on concurrent security of the variant. Finally, we give a
sketch of our construction method of an AID scheme.

Before giving overview, we review the fundamental problem, the Small Integer So-
lution Problem (Slgmg), on which our variants are based; given a randefy-m
matrix A whose elements are iy, the problem is finding am-dimensional integral
non-zero vectox such thatAx = 0 and||x|| < 8. Note that, informally, there exists a re-
duction from solving GapS\%D(ﬁnl,z) in the worst case to solving §& on the average
with non-negligible probabilityfTg]. Also, we remark that the security of lattice-based
hash functions inherits the hardness of SIS.

String commitment schem@éA/e construct a string commitment scheme from lattice-
based hash functions. Meanwhile, general constructions of string commitment schemes
from collision-resistant hash functions were shown by Damgard, Pedersen, and Pfiz-
mann [ and Halevi and Micali[[J]. Stern also constructed a string commitment
scheme from collision-resistant hash functions: Given a stiagd a random string

p, acommitment i$i(p o (0 ® 5)), whereo and® denote the concatenation and XOR op-
erators, respectively, aids a hash function. We compose a string commitment scheme
by more direct and simpler way than the general one and Stern’s one: &araip, a
commitment ish(o o S), whereh is a lattice-based hash function.

Our ID scheme and its concurrent securitin Stern’s scheme and our variant, a prover
has a binary vectax with a fixed Hamming weight as Hlser secret key. We also feed
to the prover and verifier a matrix as a system parameter and a vegtas the public
key corresponding ta. The task of the prover is to convince the verifier thatshe
knows a correct secret keysatisfying a relatiolx =y.

Stern proposed a statistical zero-knowledge argument for the above probEsh in [
First, the prover computes three commitments and sends them to the verifier. The veri-
fier sends a random challenge to the prover. The prover reveals the commitments corre-
sponding to the challenge. Stern constructed the knowledge extractor which computes a
collision of a hash function in a string commitment scheme or a secret key correspond-
ing to the target public key if a passive adversary responds correctly to any challenges
after sending commitments,.

One of standard strategies to achieve concurrent security is to prove that a public
key corresponds to multiple secret keys and the protocol is withess indistinguishable
(WI) [ and proof-of-knowledge: The reduction algorithm generateand pk and
executes the adversary gk by simulating the prover witlsk Using the knowledge
extractor of the protocol, the algorithm obtains anotsiércorresponding tgk with
certain probability since the protocol is WI. The algorithm then solves the underlying
problem by usingk, sk, andsk.

In our reduction, when the algorithm is givéyj it generates a secret keyand a
public keyy = Ax, and feedsA andy to the adversary. Note that the algorithm can
simulate the prover witih andx that the adversary concurrently accesses. Using the



knowledge extractor for the adversary in Stern’s proof, the algorithm obtains a collision
of a string commitment scheme or a secret keguch tha # x’ andAx’ =y, differ-

ently from the general strategy. In the former case, the algorithm outputs the collision
of a hash function in the string commitment scheme which is based on GapSVP
and violates the assumption. In the latter case, the conditienx’ will be satisfied

by witness indistinguishability of Stern’s protocol. Thus, the algorithm has the solution
z = x—X for SIS. Note that thé, norm of the solution i©(n*/2). Thus, the assumption

is the worst-case hardness of Gap%}é)l?

AID schemes:Our construction for AID schemes also has a similar structure. Edch of
members in the ad hoc group has a vegidi = 1,...,1). Then, the common inputs of
the scheme are a system paramétand a set of public keyg, .. .,y of the members,
which satisfyy; = Ax; (i = 1,...,,l). We can show that, by Stern’s protocol, the prover
can anonymously convince the verifier that the prover knquwsrresponding to one of
Y1,..., Y, since hgshe knows a new vectar such thatpy; ... yj]x’ = 0. This idea is
due to Wu et al.[4]. We give security proof for the scheme, while they did not clearly
give such a security proof for their scheme.

1.3 Comparison with Related Works

ID schemes:In [[I7, Micciancio and Vadhan proposed a statistical zero-knowledge
and proof-of-knowledge protocol for GapSyRith somes. Combining it with lattice-
based hash functions, we obtain an ID scheme which is secure agagséte attacks
where the underlying problem is §lQ¢asnz) and reduced from Gaps%gn).

In the scheme, the prover and the verifier are given a mAtas a common input,
and the prover has a binary vectoas secret information. The task of the prover is to
convince the verifier that fighe knowsx satisfying the relation thadx = 0 andx is
relatively short. It seems fllicult to directly simulate the prover since a simulator has
to prepare a dummy short vectorsatisfyingAx’ = 0, which is the task of SIS itself.
Thus, we cannot straightforwardly prove the concurrent security for their ID scheme.

Actually, we can construct a concurrently secure ID scheme based on the worst-case
hardness of lattice problems by Micciancio and Vadhan's ID scheme as nofgd in [
Section 5]. Applying a technique of De Santis, Di Crescenzo, Persiano, and[§ung [
and a proof technique by Feige and Shaiffjr & modification of the ID scheme can
be proven to have concurrent seciitwe call it MV, for short. We remark that the
underlying problem is the same as the original scheme.

Recently, Lyubashevsky proposed new concurrently secure ID schemes based on
lattice problemdIZ); we call it Lg, for short. In the lg. scheme, the underlying prob-
lem is SI§ 6 and reduced from Gaps%[-r’]l_s).

As mentioned in the previous section, the assumptionspfi$the worst-case hard-

ness of Gapsvgn), which is weaker than those of MY and Lg, . SedTable 1

2 Combining techniques by De Santis et B].4nd Feige and Sham[8], we derive a construc-
tion technique for ID schemes secure against active attacks. Moreover, by Bellare and Pracio’s
observationdl, we can construct concurrently secure ID schemes by the same technique.



ID schemesA;, Ay, A € ngm)

Sys. param.Public key Relation yin GapSVFﬁ Comm. cos
MVel A | |- A A, Aix=00rAx=0 |O(n) O(tk;n)
Le @@ | |(A) Ay Ax =y o(n*%) O(tn)
SeL A y Ax =y andwy(x) = w | O(n) O(tn)

AID schemesAo, A1, A € Zg™)

Base Sys. param.Set of public keys Relation yin GapSVFﬁ Comm. cos
MVe, [I3 | |- Ao, Ar1,..., Ao, Alr [Aipx =00rAi;x =0 | O(sn) O(tlksn)
Lo M2 A Yis- s Vi AX =y O(n*®) O(tln)
SoL A Vi, .. Vi Ax = y; andwy (x) = w| O@nt/2) O(t(l + n))

Table 1. Comparisons among ID schemes and AID schemes. A secretkisy e

{0, 1}™. The factom denotes the security parameter. We denote the Hamming weight of
X aswy(x). The protocol is run irt times in parallel. The factaf in MV g, is larger

than f/ logm)¥/2 = O(n/2). The factoik; is "1 andw(1), if § is 2(n/2) andn®5+2D),
respectively. In the table belowdenotes the number of the members in the group and
the factor; is max(w + 1)%2, vmy.

AID schemesBY simple modifications of M¥_ and Lg| , we could obtain AID schemes
based on the worst-case hardness of lattice problems in a straightforward manner. We
feed onlypk,, . .., pk as the common inputs to the prover and the verifier. In this case,
the prover convinces the verifier thay/slee has a secret key correspondingko

Unfortunately, each of these simple modifications requires a large overhead cost
involving the size of the ad hoc group. Udie the number of the members of the group
andn the security parameter. The protocol is runtitimes in parallel to reduce the
soundness error. The communication cost in thedWWased scheme ts- O(ksn) (for
ks, see the caption iliable ) and that in the k-based schemi- O(n). The size of a
set of the public keys is: O(n?) andO(n?) + | - O(n) in the modified versions of My
and Lg_, respectively.

On AID schemes, our scheme and thg tbased scheme require margctorspro-
portional to the size of the group, while the M\¢based scheme requires manwtri-
cesproportional to the size of the group. ($8ahle 1) Additionally, our scheme costs
the communication- O(n + 1), while the MVg_ - and Lg_-based schemes cdkt (5(k5)
andtl - O(n), respectively. This shows the advantage of our scheme orfitbieecy.

1.4 Organization

The rest of this paper is organized as follows. We introduce basic notations and notions,
and review the cryptographic schemes we consid€getion 2 (The formal definitions

are infAppendix A) In[Section B we review lattice-based hash functions and give a
commitment scheme based on the lattice-based hash functions for our ID and AID
schemes. IiEeciion # we construct the ID scheme by combining the framework of




Stern’s scheme with our string commitment scheme. We present the AID scheme in
Section »

In this paper, due to lack of space, we only describe the schemes based on GapSVP
since the construction from(f)-SVP follows a similar strategy to that from GapSVP.

We argue the constructions frafff)-SVP injAppendix G

2 Preliminaries

Basic notions and notationsiWWe denote byn the security parameter of cryptographic
schemes throughout this paper, which corresponds to the rank of the underlying lattice
problems. We say that a problem is hard in the worst case if there exists no probabilistic
polynomial-time algorithm solves the problem in the worst case with a non-negligible
probability. We sometimes u(g(n)) for any functiong in n asO(g(n)-polylog(g(n))).
We assume that all random variables are independent and uniform.

For anyp > 1, thef, norm of a vectox = Y(X1,...,%) € R", denoted byiIx|lp,
is (X, xip)l/p. For ease of notation, we defilig|| := ||x||,. The{, norm is defined as
Xl = limp_e [IX[l, = max [x|. Let wy(X) denote the Hamming weight of i.e., the
number of nonzero elementsxnLet B(m, w) denote the set of binary vectors{i 1}™
whose Hamming weights are exactly equaita.e., BMm w) := {x € {0, 1} | wq(X) =
w}. We denote the concatenation of two vectors or stringgndv, asv; o va.

Hash functions: We briefly review the definition of collision-resistant hash functions
family. Let H,, = {hx : M, —» D, | k € Ky} be a family of hash functions, wheid,,,

Dy, andK, denotes a space of messages, digests, and indices, respectivety. et
{Hnlnew- Roughly speaking, ifH is collision resistant, any polynomial-time adversary
cannot, on input a random ind&xoutput a collision of the hash function indexedky

The formal definition is ifAppendix A.1

String commitment scheme¥ve consider a string commitment scheme in the trusted
setup model. The trusted setup model is often required to construct practifially e
cient cryptographic schemes such as non-interactive string commitment schemes. In
this model, we assume that a trusted p&rtyronestly sets up a system parameter for
the sender and the receiver.

First 7 distributes the indek of a commitment function to the sender and the re-
ceiver. Both parties then share a common function Cloyra givenk. The scheme exe-
cutes two phase, called committing and revealing phases. In the committing phase, the
sender commits hiser decision, say a string to a commitment string = Com(s; p)
with a random stringy and sendg to the receiver. In the revealing phase, the sender
gives the receiver the decisi@and the random string. The receiver verifies the va-
lidity of ¢ by computing Cor(s; p).

We require two security notions of the string commitment schemes, statistical-
hiding and computational-binding properties. Intuitively,dfis statistically hiding,
any computationally unbounded adversarial receiver cannot distinguish two commit-
ment strings generated from two distinct strings. Also, it is computationally hiding, any
polynomial-time adversarial sender cannot change the committed string after sending

the commitment. For the formal definition,



Canonical identification schemediVe adopt the definition of identification schemes
given in [I. Let ST = (SetUp,KG, P, V) be an identification scheme, whegetUp

is the setup algorithm which on inpuf butputsparam KG is the key-generation al-
gorithm which on inpuparamoutputs pk, sK), P is the prover algorithm taking input
sk V is the verifier algorithm taking inputsaramandpk. We sayS7 is a canonical
identification scheme if it is a public-coin 3-move protocol.

We are interested in concurrent attacks, which are stronger than active and passive
attacks. We employ the definition of concurrent securit@jn [

In concurrent attacks, the adversary will play the role of a cheating verifier prior to
impersonation and can interact manyfelient prover clones concurrently. Each clone
has the same secret key, but has independent random coins and maintains its own state.
We sayS7 is secure againstimpersonation under concurrent attacks, if any polynomial-
time adversary cannot, given a random public key of a legitimate prover, impersonate

the legitimate prover. The formal definition isjfkppendix A.3

Ad hoc anonymous identification schemé@&sdis, Kiayias, Nicolosi, and Shoup intro-
duced ad hoc anonymous identification schemes (AID schefesHich are identifi-
cation versions of ring signature schemes. Indeed, applying the Fiat-Shamir transform
to their AID schemes, we can obtain ring signature schemes.

An AID scheme allows a user to anonymously provehes membership in a group
if and only if the user is an actual member of the group, where the group is formed in
an ad hoc fashion without help of the group manager. We then assume that every user
registers higer public key to the public key infrastructure.

We define the algorithms in AID schemes. An AID scheme is four tufieD =
(SetUp, Reg, P, V), where SetUp is the setup algorithm which on inpuf butputs
param Reg is the key generation and registration algorithm which on irgaram
outputs pk, sK), P is the prover algorithm taking inpuisaram a set of public keys
R = (pky,...,pk), and one of the secret keg& such thapk € R, andV is the veri-
fier algorithm taking inputparamandR. We omit the group public-key and the group
secret-key construction algorithms in the definition[dftp simplify notations.

There are two goals for security of AID schemes: security against impersonation
and anonymity.

Dodis et al. formally defined security against impersonation under passive attacks.
They mentioned the definition of security against impersonation under concurrent at-
tacks. However, they did not give the formal definition (98eJec. 3.2]). Thus, we
define the security notion with respect to concurrent attacks. In the setting of chosen-
group attacks, the adversary could force the prover to prove the membership in an ar-
bitrary group if the prover is indeed a member of the group. Additionally, concurrent
attacks allow the cheating verifier to interact with the clones of any provers. Also, they
allow the cheating prover to interact with the clones of provers, but prohibit it from
interacting with the target provers. We s@Jf D is secure against impersonation under
concurrent chosen-group attacks, if any polynomial-time adversary cannot impersonate
the legitimate prover in the above settings. The formal definition[lsppendix A.4

The security notion, anonymity against full key exposure, captures the property that
an adversary cannot distinguish two transcripts even if the adversary has the secret
keys of all the members. We saf7D is anonymous against full key exposure, any



polynomial-time adversary cannot distinguish two provers with a common set of public
keys even if the adversary knows the secret keys of the two provers. Again, the formal

definition is ifAppendix A4

3 Main Tools

In this section, we review main tools, lattices, lattice problems, and lattice-based hash
functions, and construct string commitment schemes.

Lattices and lattice problemsWe first review fundamental notions of lattices, well-
known lattice problems, and a related problem. ®dimensional lattice iR™ is the
setL(b1,...,bn) = {3, aibi | @ € Z} of all integral combinations afi linearly inde-
pendent vectorbg, ..., b, € R™. The sequence of vectadbs, . .., b, is called abasisof
the latticeL. We also denot® as the sequence of vectdss ..., b,. For more details
on lattices, see the textbook by Micciancio and GoldwagEgr |

We give the definitions of well-known lattice problems, the Shortest Vector Problem
(SVPP) and its approximation version (S\?}? The problem SVPis, given a basi8
of a latticeL, finding the shortest non-zero vectoin L in the £, norm. The problem
SVPp is, given a basiB of a latticeL, finding a non-zero vectarin L such that for any
non-zero vectok in L, V||, < v [IXIlp.

We next give the definition of the gap version of i\/h‘fvhlch is the underlying
problem of lattice-based hash functiol].

Definition 1 (GapSVP). For a gap functiony, an instance 0GapSVP is a pair (B, d)
whereB is a basis of a latticd. andd is a rational number. In YES input there exists a
vectorv € L\ {0} such thaf|v||, < d. In NO input, for any vectov € L\ {0}, [[v]|, > yd.

We also define the Small Integer Solution problem SIS (inftheorm), which is
often considered in the context of average-pasest-case connections and a source of
lattice-based hash functions as we see later.

Definition 2 (SISp ) For a fixed integerg and real 3, given a matrixA € Zg*™,
the problem is f|nd|ng a non-zero integer vectoe Z™ such thatAz = O modq and

llzllp < B.

Lattice-based hash functiondiVe review the lattice-based hash functions. héte a
security parameter (or a rank of an underlying lattice problem). For a rismg(n) =
n°® and an integem = m(n) > nlogq(n), we define a family of hash functions,
H(g,m) = {fa 1 {0, 1}™ — Zg | A € Zg™}, wherefa(x) = Ax modq.

Originally, Ajtai [2] showed, for suitably choseg{n) andm(n), the problem, which
is, givenHym, finding a short non-zero vectorin a latticeAq(A) = {x e Z" | Ax = 0
(mod g)} such thaflv|| < n, i.e., SI%’m,n, is hard on the average under the assumption
that GapSVPis hard in the worst case within some polynomial approximation factor
v. Itis known thatH (g, m) is indeed collision resistant for suitably chosgandm by
Goldreich, Goldwasser, and Halefli|. They observed that finding a collisior, &)
for fa € H(qg, m) implies finding a short non-zero vectoe x — x’ such that|z]| < vm
andAz = O modq, i.e., solving SI%mWn. Recently, Micciancio and Regev showed that



H (g, m) is collision resistant under the assumption that Gap§r¥% hard in the worst
case[[q.

Theorem 1. For any polynomially bounded functiopgs= A(n), m = m(n), g = q(n),
with q > 4+4/mn¥?g andy = 14r+/nB, there exists a probabilistic polynomial-time
reduction from solvingsapSVE in the worst case to solvingIS; ,, on the average
with non-negligible probability.

Setup and key-generation algorithmé/e restrict the domain of hash functions to work
the hash function for the key-generation algorithm in Stern’s ID scheme. The restricted
version is given as followsH’(q,mw) = {hy : B(mw) — Zg | A € Zg“™}, where
ha(X) = Ax modg. Observe that finding a collisiom,(x’) for ha € H’(g, m, w) implies
finding a short vector = x — x’ such thaf|z|| < min{ V2w, vm} andAz = 0 modg, i.e,
solving the instanceg( A, v/m) of Slsfmm.

The setup algorithm on input”léutputs a random matrid € Zg“™. The key-
generation algorithm on inp# chooses a random vectere B(m, w), computes/ =
Ax, and outputsik, sK) = (y, X).

A string commitment schem&eneral constructions of statistically hiding and compu-
tationally binding string commitment schemes are known from a family of collision-
resistant hash functionBlT]. Their constructions used universal hash functions for
the statistical-hiding property.

Here, we give a more direct and simpler construction from the lattice-based hash
functions without the universal hash functions. The input of the commitment function
is anm-bit vectorx obtained by concatenating a random stiing (o1, . . ., omy2) and
a message string = (Sg,...,Sm2), i..,X = p o s. We then define the commitment
function on inputssandp as

Coma(s;p) := Ax modq = A'(p1,...,Pm/2, St - - . » Swy2) Moda.

Lemma 1. For any polynomially bounded functioms = m(n), q = g(n), y = y(n),

with g > 4mrf/2, y = 14r+nm andm > 10nlogg, Coma is a statistically hiding

and computationally binding string commitment scheme in the trusted setup model if
GapSVF§ is hard in the worst case.

The proof is ifAppendix B

Using the Merkle-Damgard technique, we obtain a string commitment scheme whose
commitment function is Com: {0, 1}* x {0, 1}™? — Z§ rather than Com : {0, 1}™2 x
{0,132 — Zg. We use this commitment scheme in the rest of the paper. We often
abuse the notation of CommFor example, we use the notation Cgwy, vo; p), which
is computed as follows: We first compute= stringfv;) o stringfv,), where a function
“string” is outputs a binary string. Then, we compute G@syp) as the commitment.

4 An ldentification Scheme

Our variant g is obtained by plugging the string commitment scheme into Stern’s ID
scheme[Z3, which presents a zero-knowledge argument protocol based on the decod-
ing problem on binary codewords called the Syndrome Decoding Problem. Since his



protocol deals with binary codewords, it works on the binary figldStern also pro-
posed that an analogous schem&ijnwhereq is extremely small number (typically
3, 5, or 7) B3 Section 6]. We adjust this parameter to connect his framework to our
assumptions of the lattice problems.

The following is the ID schemedp based on GapSVP. Note that this protocol is
parallelized int = w(logn) times to achieve exponentially small soundness error.

SetUp: The setup algorithm, on inpuf loutputs a random matrik € Zg*™ asparam
KG: The key-generation algorithm, on inplit chooses a random vectore B(m, w),

computesy := Ax mod g. Outputs pk, sk) = (y, X).

P, V: The common inputs ar& andy. The prover’s auxiliary input ig. They interact
as follows:

Step P1: For everyi € {1,...,t}, choose a random permutatienover{1,..., m},
arandom vector; € Zg', and random strings, 1, oi 2, andp; 3. Computec; ; :=
Coma (i, Ari; pi1), Ci2 := Coma(ni(ri); pi2) andciz := Coma(mi(X + r); pi3)-
SendCmt:= ((Cy1,C1,2,C1.3), - - -, (Cr1, Cr2, Gt 3)) tOV.

Step V1 V sends random challeng€ = (Chy,...,Ch) € {1,2, 3} to P.

Step P2 ParseChas Chy,...,Ch).

1. If Ch =1, P revealsci > andc; 3. SetRsp = (mi(X), 7 (ri), pi2, 0i3)-

2. If Ch = 2, P revealsci ; andc; 3. SetRsp := (71, X + I'i, 0i 1, 0i.3)-

3. If Ch = 3, P revealsci ; andci 2. SetRsp := (7, i, pi 1, pi 2)-
SetRsp:= (Rsp, ..., Rsp) and sendRspto V.

Step V2 ParseRspas Rsp, - . ., Rsp).

1. If Ch = 1, parseRsp as {1,z 2, pi 2, pi3)- Check whether the weight of
x and the commitments;, and ¢ 3 are correct, that iszj; € B(m, w),
Ciz = Coma(zi2; pi2), andciz = Coma(zi1 + zi2; pi3). If they are correct,
setDeg := 1, otherwise sebeg := 0.

2. If Ch = 2, parseRsp as (i, Z;, pi 1, pi 3)- Check whether the commitments
Ci1 andcz are correct, that isgi; = Comu (i, Azi — ¥;piq1) andciz =
Coma(7i(z); pi3)- If they are correct, sddeg := 1, otherwise seDeg =
0.

3. If Ch = 3, parseRsp as (i, z,pi1,pi2). Check whether the commit-
mentsc;; andc;, are correct, that i1 = Coma (i, Azi; pi1) andciy =
Coma (7i(z); pi2). If they are correct, sddeg := 1, otherwise seDeg :
0.

If Deg = 1 for alli, setDec:= 1, otherwise sebec:= 0. OutputDec

We can show the theorem of the security on our ID protocol, which concerns im-
personation under concurrent attacks. The proof[gpendix B

Theorem 2. Assume that polynomially bounded functions= m(n) andq = q(n)
satisfy the condition thaj > 4mr¥/?, y = 147 v/nm m> 10nlogg, andq"/ |B(m, w)| is
negligible inn. Then, the above ID scherg, is secure against impersonation under
concurrent attacks iGapSVFﬁ is hard in the worst case.

In particular, for anym(n) = @(nlogn), there existx(n) = O(n?°logn), y(n) =
O(n+/logn), andw(n) = ®(m(n)) such thatq"/ |B(m, w)| is negligible inn and the ID
scheme is secure against impersonation under concurrent attaGep$Vl§ is hard
in the worst case.



5 An Ad Hoc Anonymous Identification Scheme

The idea is as follows: LeA be a system parameter. Each user has a secret key
B(m,w) and a public keyy; = Ax;. In an AID scheme, a group is specified by a
set of public keys¥,...,y) of the members. Leg; denote arl-dimensional vec-
tor {(0,...,0,1,0,...,0) whosei-th element is 1. A user in the group, who has a se-
cret keyx;, convinces the verifier that fghe knows thak’ := x; o —e, such that
[Ay1 ... yi]X' =0, the number of 1 i’ isw, and the number of1 in X’ is 1.

We here construct an AID scheme based on GapSVP. We deffkeMpas{x e
{=1,0,+1}% | w,1(X) = wandw_y(x) = 1}, wherew,(x) denotes the number efl in
x andw_;(x) denotes the number efl in x.

Similarly to the ID scheme iBection 4 the protocol is repeated= w(logn) times
in parallel to achieve exponentially small soundness error. Due to lack of space, we only
give the changes in the protocol.

SetUp: Same asetUp in the protocol ifSecfion 4

Reg: Same a¥XG in the protocol ifSeciion 4

P,V: The common inputs ar& and §/1,...,Y;). The prover’s auxiliary input isk =
Xi. LetA’ :=[Ay;1 ... y]] € ZEX(”‘*) andx’ := x; o—e;;. The prover would convince
to verifier that hgshe has<’ such thatA’x = 0 andx’ € B’(m+ |, w). Thus, the
changes in the protocol is the followings; A, y, X, and Bfn,w) are replaced by
m+ 1, A’, 0, x’, and B(m+ |, w), respectively.

The security of the above protocol is stated as follows. The proofAppendix B.3

Theorem 3. Assume that polynomially bounded functions= m(n), q = q(n), and

w = w(n), satisfy the conditions thath > 10nlogg andq"/ |B(m, w)| is negligible inn.

Lets := max(w+1)%¥2, v/m}. Assume that there exists an impersondtthat succeeds
impersonation under concurrent chosen-group attacks with non-negligible probability.
Then there exists a probabilistic polynomial-time algoritihihat solve§|%mﬁ.

CombinindTheorem Bwith[Theorem Il we obtain the following theorem.

Theorem 4. For any m(n) = O(nlogn), there existsg(n) = O(N*®logn), y(n) =
O(n?log®?n), andw(n) = @(m(n)) such thatq"/ |B(m, w)| is negligible inn and the

above scheme is secure against impersonation under concurrent chosen-group attacks
if GapSVR is hard in the worst case.

The statistical anonymity of the above scheme follows from the witness-indistinguishability
of Stern’s protocol.
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A Formal Definitions

Provers and verifiers:An interactive algorithnA is a stateful algorithm that, on input
an incoming messagdi, and state informatiofst, outputs an outgoing messalyk
and updated statet (we will write it as Moy, St) « A(Min, SP)). We say thaf accepts
if St=1 and rejects i5t= 0.

An interaction between a provérand a verifieV ends wherV either accepts or
rejects. We will write

(Tr, Ded) «— Run[P(py,...)°P & V(vy,...)" ]

to indicate that we leP interact withV, having provided bothP andV with fresh
random coins, to get a transcrifitand a boolean decisiddec

A.1 Hash Functions

We briefly review the definition of a family of collision-resistant hash functions. Let
H, = {he: My = Dy | k e Ky} be a family of hash functions arl := {H}nen.

We define the following experimeﬁxpgﬁ'ﬂ(n) between the challenger and the ad-
versaryA for the collision-resistant property of a hash function.

Experiment ExpS?',(n):
1. The challenger choosésfrom K, uniformly at random. The adversar is
given the security parametet &nd the system parameter
2. The adversary outputs,(X).
3. If x,X' € M, x # X, andhy(X) = hg(X’) then the challenger returns 1, other-
wise, 0.

Definition 3. Let H, = {hx : My — D, | k € K} be a family of hash functions.

LetH = {Hn}lnen. Let A be an adversary. Let the advantage#fbe Advgg’]ﬂ(n) =

Pr[Expgj’fﬂ(n) = 1]. We say that is collision resistant if, for any probabilistic polynomial-

time adversaryA, Adv;‘{’]ﬂ(n) is negligible inn.

A.2 String Commitment Schemes

We consider a string commitment scheme in the trusted setup model. The trusted setup
model is often required to construct practicallji@ent cryptographic schemes such
as non-interactive string commitment schemes. In this model, we assume that a trusted

party7 honestly sets up a system parameter for a sender and receiver. In our case, the

party 7~ distributes a description of a commitment function randomly chosen from a
family of commitment functions as the system parameter.

LetCh = {Com : My xR, — C, | k € Ky} be a family of commitment functions and
letC := {Cn}nen. First,7 oninput I' distributes the system parameiter K, to a sender
and receiver. Both parties then share a common functida After sharing the function
Comy, the scheme executes two phases, called committing and revealing phases. In
the committing phase, the sender commitghds decision, say a stringe My, to a



commitment stringc := Com(s, p) with a random stringy € R,. He/She then sends
the commitment string to the receiver. In the revealing phase, the receiver verifies the
sender’s decisios in the committing phase. To do so, the sender gives the receiver the
decisions and the random string. The receiver can then easily verify the validitycof
by computing Cor(s, p).

To define the security notion, consider the experin’nbmg"’ﬂ(n) between the chal-
lenger and the adversar.

Experiment Exp2%, (n):
1. The challenger choosésfrom K, uniformly at random. The adversar is
given the security parametet and the system parameter
2. The adversary outputsg(o), (S, 0)).
3. If 58 € My, s# 8, and Com(s, p) = Com(s’; p’) then the challenger returns
1, otherwise, 0.

Here, the security notion of the string commitment schemes we require can be formal-
ized as follows:

Definition 4. We say a string commitment schethis statistically hiding and compu-
tationally binding if it has the following properties:

Statistical-hiding property:
For any two stringss, s € M, the statistical distance betwe&om(s;p) and
Comy(s'; p’) is negligible inn for random stringp andp’.

Computational-binding property:
LetA be an adversary. We define the advantagd asAdve, (n) := Pr|Exp2,(n) = 1].
Then,Advgf’ﬂ(n) is negligible inn for any probabilistic polynomial-time adversary
A.

Intuitively, if C is statistically hiding, any computationally unbounded adversarial re-
ceiver cannot distinguish two commitment strings generated from two distinct strings.
Also, itis computationally hiding, any polynomial-time adversarial sender cannot change
the committed string after sending the commitment.

A.3 Canonical ldentification Schemes

We adopt the definition of identification schemes giverflln [et ST = (SetUp, KG,

P, V) be an identification scheme, whe8etUp is the setup algorithm which on input
1" outputsparam KG is the key-generation algorithm which on inquaramoutputs
(pk sk, P is the prover algorithm taking inpwk V is the verifier algorithm taking
inputsparamandpk. We sayS7 is a canonical identification scheme if it is a public-
coin 3-move protocol.

Security against impersonation under concurrent attackée are interested in con-
current attacks, which are stronger than active and passive attacks. So, we review the
definition of concurrent security iff[. In concurrent attacks, the adversary would play

the role of a cheating verifier prior to impersonation, but could interact mafsrelnt



ExperimentExpgy

Input: n
Run: 1.param« SetUp(1")

2. (pk, sK) « KG(param

3.PS«<0

4, Stp « CV(1", param pk)Pov

5. (Tr,Deg) « Run[CP(Stkp) « V(param pk)]
Output:Dec

Prover oracleProv

Input: s, Mj,
Run: 1.Ifs¢ PSthen
1-1.PS « PSU{s}
1-2. Pick a random coip for P
1-3.S%[g] « (param sk p)
2. (Mout, Sk[s]) < P(Min, Sk[s])
Output: Mgyt
Table 2. Experiment and Oracle f@efinition 8

prover clones concurrently. Each clone has the same secret key, but has independent
random coins and maintains its own state. ‘
We describe the formal definition as follows. Consider the experifep{’”;“(n)
between the challenger and the impersonéter (CV, CP).
Experiment Exp'g}ﬁ’;.ca(n): (See als@able 2)
Setup Phase:The challenger obtainsaram < SetUp(1"). Next, it obtainsfk, sk) «
KG(param) and setdS « 0, wherePS denotes the set of prover's sessions.
The impersonatotV is given the security parametet, the system parameter
param and the target public kegk.
Learning Phase: The impersonato€V can query to the prover oracled?.
— The oracle Rov receives inputs, Mj,. If s¢ PSthen itaddssto PS, picks

a random coirp, and sets a state of the proveg[s] « (param sk p).
Next, it obtains Moy, Sk[S]) « P(Min, Sk[9]). It returnsMgy:.
Challenge Phase:CV outputsStp. The challenger giveStp to CP. Finally, the
challenger obtainsTf, Dec) « Run[CP(Stp) « V(param pk)] and returns
Dec
Definition 5. LetSI = (SetUp,KG, P, V) be an ID scheme] = (CV, CP) an imper-
sonator, anch a security parameter. We define the advantagé es Adv'sy ,“(n) :=
Pr[Exp'mp_ca(n) = 1] . We say thatS7 is secure against impersonation under concur-

SI.T _
. imp—ca,
rent attacks ifAdv SI.I

-) is negligible for every polynomial-timg.
A.4 Ad Hoc Anonymous Identification Schemes

An ad hoc anonymous identification (AID) scheme is four tuglED = (SetUp, Reg,
P, V), whereSetUp is the setup algorithm which on input dutputsparam Reg is the



key generation and registration algorithm which on inpatamoutputs pk, sk, P is

the prover algorithm taking inpuggaram a set of public key® = (pk;,...,pk), and

one of secret kegk such thapk € R, V is the verifier algorithm taking inpugsaram
andR. We omit the group public-key and the group secret-key construction algorithms
in the definition of [f] to simplify notations. There are two goals for security of AID
schemes: security against impersonation and anonymity.

Security against impersonation under concurrent chosen-group attdokitte setting

of chosen-group attacks, the adversary could force the prover to prove the membership
in an arbitrary group if the prover is indeed a member of the group. Additionally, con-
current attacks allow the cheating verifier to interact with the clones of any provers.
Also, they allow the cheating prover to interact with the clones of provers, but prohibit

it from interacting with the target provers.

We describe the formal definition of the security as follows. Consider the following
experimenExpy; (n) between the challenger and the impersondter (CV, CP).
Experiment Exp7,7(n): (See als@able3)

Setup Phase:The challenger obtainsaram « SetUp(1") and initializesHU, CU,
AU, PS « 0, whereHU, CU, andTU denote the sets of honest users, cor-
rupted users, and target users, respectively,Rfidenotes the set of prover’s
session. The impersonatd¥ is given the security parametetdnd the system
parameteparam

Learning Phase: The impersonato€V can query to the three oraclea, Corr,
and Rov.

— The oracleir receives input. If i e HU UCU U TU then returnsL. Oth-
erwise, it obtainsitk, sk) « Reg(paramr;), addsi to HU, and provides
I with pk.

— The oracle Grr receives input. If i ¢ HU\T U then returnsL. Otherwise,
it addsi to CU, deletes in HU, and returns; to 7.

— The oracle Rov receives input® = (pk, , ..., pk,),i, s, andMi,. If pk ¢ R
ori ¢ HU\TU then returns.. (Note that the public keys iRneed not to be
registered.) IfR, i, S) ¢ PSthenitaddsi i, s) to PS, picks a random coin
p, and sets a state of the provde[(R i, 9)] « (paramR, sk, p). Next,
it obtains Mout, SE[(R,i,9)]) <« P(Min, SE[(R i, 9)]). Finally, it returns
Mout-

Challenge Phase:CV outputs a set of public key& = (pk . ..., pk;) andSte. If
the indices of the key#,, ..., 1|} ¢ HU then the challenger outputs 0 and halts.
Otherwise, the challenger séfi&) « {iy,..., i} and givesStp to CP. CP can
query to the oraclesvit, Corr, and Rov as in the learning phase. Finally, the
challenger obtainsT{,Ded « Run[CP(Stp)NTCorvPRV y V(param R)]
and outputec

Definition 6. Let AID = (SetUp, Reg, P, V) be an AID scheme and = (CV, CP) an
impersonator. Leh be a security parameter. The advantage/ah attackingAZD is
defined by

Advi;‘("}’z;f;a(n) = Pr[ExpE‘EZ;?;a(n) = l].



We say thatAZD is secure against impersonation under concurrent chosen-group at-

tacks ifAdviy7, () is negligible for every polynomial-time.

We note that our definition is the concurrent version of the soundness definitidh in [

imp—cca

ExperimentExp ;7

Input: n

Run:  l.param« SetUp(1")
2.HU,CU,TUPS <0
3. (Rt7 StCP) — CV(l”, paranz)h\lT,CORR,PR(JV
4. 1f R ¢ HU then return O;

5TU « R
5. (Tr, Ded « RUn[CP(Stp)NmCorrmProv s v/(param R)]
Output:Dec
User initiation oracletnir User corruption oracleCorr
Input: i Input: i
Run: 1.1fie CUUHU UTU thenreturnL|Run: 1. Ifi ¢ HU \ TU then return.
2. (pk, sk) < Reg(paramr;) 2.CU « CU U {i}
3.HU « HU u/{i} 3.HU « HU \ {i}
Output: pk Output:r;

Prover oracleProv

Input: i,R s, Mi,
Run:  1.Ifpk ¢ Rthen return.
2.1fi ¢ HU \ TU then returnt
3.If(i,R s) ¢ PSthen
3-1.PS <« PSU{(i,R 9)}
3-2. Pick a random coip for P
3-3.S[i.R | « (sk.R p)
4. (Mou, Sb[i, R, 5]) < P(Min, Sk[i, R 5])
Output: Moyt

Table 3. Experiment and oracles fidefinifion

Anonymity against full key exposur&nonymity against full key exposure for an AID
schemeAID is defined by using the following experimeEkp;‘}’g;‘fe(n) between a
challenger and adversas:

Experiment Exp%oy x°(n): (See als@able )
Setup Phase: The challenger runs the algorithetUp with input 1" and obtains
param The adversaryA is given the system paramefggiram
Challenge Phase: A requests a challenge by sending to the challenger the val-
ues (pk; . sk,), (k. sk,), R). Here the set of public keyR containspk, and
pk,, and pk ,sk;) and pk ,sk,) are valid key pairs. The challenger chooses
a random bitb € {0,1} and runs the protocol as a prover who sg.

Run[P(param R, sk,) & AJ.



Output Phase: A finally outputs its gueds* for b. If b = b* the challenger returns
1, otherwise returns 0.

Definition 7. Let AID = (SetUp, Reg, P, V) be an AID schemeA an adversary, and
n a security parameter. The advantage®in attackingAZD is defined by

1
Advepep ) = [Pr[Expgep o) = 1] - 3.

We say thatA7D has anonymity with full key exposure!\kﬂv?,’[‘}’gge(-) is negligible for
every polynomial-timeA.

ExperimentExpaon

Input: n
Run: 1.param« SetUp(1")
2. (P, SKo). Pk, SK,), R Sta)  A(param).
3.b«x{0,1}.
4.b* « Run[P(param R, sk,) & A(Stx)]
5. If b = b* thenDec « 1. OtherwiseDec « 0.
Output: Dec
Table 4. Experiment and oracles fixefinition 4

B Proofs

B.1 Proof of Lemmal

Before the proof, we review a definition of statistical distances: Given two probability
density functiong; andg, on a finite seS, we define the statistical distance between
them asA(¢1, ¢2) = %ers [#1(X) — #2(X)]. We also use the same notation for two
arbitrary functions. Note that the acceptance probability of any algorithm on inputs
from X differs from its acceptance probability on inputs frrby at most1(X, Y).

Proof. The computational-binding property immediately follows from the collision-
resistant property. We now show the statistical-hiding property.

Let A = [a---am). We then have Cor(s p) = X"Zpiai + "7 S@ism2. The
following claim in proves a random subset suma&fis statistically close to the
uniform distribution.

Claim. Let G be a finite Abelian group and let > clog|G|. If ¢ > 5
1

Pri4(((@e. - @) Xl 1i6) . (@1 -...9). W) > &]| < & for random variables
O1,...,9 €G,ry,...,r €{0,1} andu € G.



In our proof, we considerzZy as the finite groupG. Hence, we ob-

tain that 4(((@s....,8m2). X7 pid). (3a.....am2),u)) is then negligible
with probability exponentially close to 1, where € Zg is a uniform

random variable. Thus, 4((A, Coma(0™2 ), (A,u)) is negligible. Since
4 S(A’ u+ X7 saim2). (A I pia + X Samez))  is also  negligible,
A ((A,Coma(s; p)), (A, u)) is negligible for any message By the triangle inequality,
we have

A((A, Coma(s1; p1)), (A, Coma($z; 02))) < 4 ((A, Coma(st; p1)), (A, u))+4 ((A, Coma(sz; p2)). (A, U))

for any messages; and s, and uniform random strings; and p,. It follows that
A((A, Coma(sy; p1)), (A, Coma(sz; p2))) is negligible inn, which completes the proof.
O

B.2 Proof of Theorem 2

Before the proof of security, we need to mention the following trivial lemma.

Lemma 2. For any fixedA, letY = {y € Zg | |{x € B(m,w) | Ax = y}| = 1}, i.e., a set
of vectorsy such that the preimageofy is uniquely determined fok. If q"/ |B(m, w)|
is negligible inn, then the probability that, if we obtaify, x) < KG(A), theny € Y is
negligible inn.

Note that, combining the witness-indistinguishability property of Stern’s scheme
with Cemma 2 we indeed show that our scheme has the witness-hiding property. We
now provdTheorem P

Proof. We show that if there exists an impersonafowhich succeeds impersonation
under concurrent attacks with non-negligible probabitityhere existsA that solves
S'Sémm on the average. Then there exists any instance of Gaﬁﬁm

We first overview the strategy ofi. The algorithm#A can control the impersonator
I by feeding a random tape and a challenge. Gkerrl chooses a random secret key
X € B(m,w) and computey := Ax. We note thatA can simulate the oraclebv, since
A has the secret key A executed on input @A, y) three times with random challenges
and a fixed random tape. Thefi, obtains three transcript€nt’, Ch"), Rsg’, Ded?)
fori = 1,2,3 as the results of the interactions betwdeand A. Note thatCmfV) =
cmt? = Cmt® sinced fixes the random tape to wodk By the assumptiorl obtains
good transcripts with non-negligible probability such that eé@eld” is 1. Then,# can
find the secret key’ corresponding tg or find (s, p) # (S, ") such that Com(s, p) =
Comu(S'; ') by using the fact tha€mt? = Cmt? = Cmf®. In the former case, we
will show thatx’ # x with probability at least 12. A outputsz = X’ — x. Sincez €
{-1,0,+1)™, the normj|z]| < +/m. In the latter caseA computes +# z’ € {0, 1}™ from
(s,p) and @, p’) such that Com(s, p) = Az and Com(S'; p’) = Az’. Thus,A outputs
7" =7 -z, where||z’|| < Ym.

We now give the details. Firs#l executes the following procedure.

1. Choose a random tapeof 7.



2. Choose challengesh®, ch®, Ch® from {1, 2, 3}¢ uniformly at random.
3. For eachi = 1,2,3, execute the experiment with random challen@h@ and a
fixed random tape. A obtains three transcript€mt?, Ch), Rs), Ded").

We have that the probability that &ed" are 1 is at least(/2)® by the Heavy Row
Lemma [[g. ParseCh) as CH",...,CH") € {1,2,3)". We have Pdj € {1,...,1} :
chit = chi®,ch®  ch®,ch® = chV] = 1 - (7/9)' by a simple calculation#
therefore obtains good three transcripts with non-negligible probakéig){ — (7/9)',
sincet = w(logn).

We next show howA obtains a secret key or finding a collision of the hash functions
in the string commitment scheme by using three good transcripts. Assumé et
three transcriptsC(mfi),Ch(‘),Reri),Ded”) fori = 1,2,3 such thaCmf" = Cmf? =
cmt®, Ded = 1 for all i, and{Chgl),ChjZ),Ch?)} = {1,2,3} for somej € {1,...,1}.
Without loss of generality, we assume t 0 =i, we parseks ) asin Step V2. From
the above argument, we have four equations as follows (We jofmitsimplification):

¢1 = Comy (n®, Az® — y; o) = Comy (@, Az®; p),

C = Corm(z(?l);p‘zl)) = Comn (7®(z9); oY),

s = Coma(z” + 2% 05)) = Coma (@ (z?); o),
z(ll) € B(mw).

If there exists a distinct pair of arguments of Con¥ obtains a collision foA and
solves SIg, ym as in the overview.

Next, we suppose that there exist no distinct pairs of the arguments of Qan
n denote the inverse permutations8f). From the first equation, we hawe! = 7 =
7®. Thus, we obtaiz® = 7(z" + z") from the third equation. Combining it with the
first equation, we havaz® = A(x(ZY) + =(Z")) - y. We obtainy = Ax(Z") since
7 4(ZY) = 2 in the second equation. We already hai/é € B(m,w). Then, A sets
X = n(z(ll)).

We now have to show that # x with probability at least 2. By Lemma 2
there must be another secret kéycorresponding tg with overwhelming probability.
Note that the protocol is indeed a statistical witness-indistinguishable protocdl'sind
view is independent afi’'s choice ofx with overwhelming probability, since Com is a
statistically hiding string commitment scheme. Thus we hdve x with probability at
least ¥2. In this caseA solves SIg,, ,m as in the overview. O

B.3 Proof of Theorem 3

Proof. The algorithm#, given inputA, feedsA to the impersonataof . In the exper-
iment, the impersonataf will call Inir, Corr, and Rov. If 7 calls Inir with inputi,
thenA chooses at random, computeg := As;, and returng; to 7. Note thatA can
simulate the oraclesdgr and Rov, sinceA has the secret key corresponding to the
public keyy;.

At the end of the experimengf, will impersonate as a group which is specified
by the set of the public keyR = (yi,...,Y)). Rewindingf three times,A obtains



(s,p) # (5,p’) such that Com(s; p) = Coma(S’; p)’ or a vectorx = x; o X, such that
[Ay1 ... y]x =0, wherex; € {(-1,0,1)™, x, € {-1,0,1}!, andx € B’(m+1,w) as in the
proof of[Theorem P

In the former caseA computesz # Z’ € {0, 1}™ such that Com(s; p) = Az and
Comu(S';p’) = AZ'. Hence,A can outpulz’ = Z/ — z such that|z”|| < vm.

In the latter case, we havix; + YI_; Xpiyi = 0, that is,Ax; + Y|_; XiAs; = 0.
Hence, we obtain tha&(x; + ZLl %2iS) = 0. Recall that the numbers efl in x isw
and that of-1 in x is 1. Hencel|x; + Xi_; Xe;s|| < IIXall + XI_; [%ei] lIsll < Vw+ 1+
(w+ 1)vw < (w+ 1)¥2, By the same argument as in the proof[@eorem 2 we have
thatx; + Y X2iS # 0 with probability at least 2. Thus, A outputsz := X3 + Xi XS
and solves S|§m,(w+l)3/2 with non-negligible probability. |

C Constructions from the Cyclic/Ideal Lattice Based Hash
Functions

In this section, we construct the ID scheme and the AID scheme based on thédyalic
lattice based hash functions. We basically follow the notation&3jf [

C.1 The Cycligldeal Lattice Based Hash Functions

Several families of lattice-based hash functions are known to have small description
sizes such afIATIT]. Originally, Micciancio [[4] gave the compact version of the
lattice-based hash functions and proved the one-wayness of the version. After that, Peik-
ert and Roserfl9 and Lyubashevsky and Miccianci@3 proposed the modified ver-
sions of the version of Micciancio and showed their collision-resistance property, inde-
pendently. We adopt the version of Lyubashevsky and Micciancio, since its generality
of the descriptions.

Let f € Z[x] be a monic and irreducible polynomial of degreeConsider the
quotient ringZ[x]/{f). We use the standard set of representatiygsnod f) : g €
Z[X]}. In this section we identify a polynomia(x) = ag+ai X+ - -+an_1x"* € Z[x] /()
with ann-dimensional integer vectar= ‘(ay, . . ., a,—1). We define a norm with respect
to f as follows: Forg € Z[X], [I(g+ {f)Ils = |lg mod f||.,. We write||g||; instead of
19+ (Fllo-

We note that any idedlc Z[x]/(f) defines the correspondimgdimensional integer
latticeL(l) € Z". Notice that a class of the lattices representable in this way is contained
in a general class of all integer lattice@) ¢ Z". If a given lattice in SVP is restricted
in a classA of lattices, we denote by-SVPP the problem over such restricted lattices
in A. We also denote by (f) the set of lattices that are isomorphic to ideal&pd] /().

See [[J for the details. We here deal with(f)-SVP;, i.e., SVP with approximation
factory in the ., norm whose input lattices are restrictediff).

Lyubashevsky and Micciancio constructed a family of collision-resistant hash func-
tions based on the worst-case hardnes$(6j-SVP for suitablef.

We review whatf is suitable for the construction of Lyubashevsky and Micciancio.
The property off is defined as that the ring norifg||; is not much bigger thajg||., for



any polynomial. Formally, they captured this property as thgansion factoof f:

EF(f,k) = max o -
(0= max. Il /ligl
For example, a simple calculation shows that 2R 1,k) < k and EF&"1 + x"2 +
---+1,K) < 2k. We say a polynomidl is suitable iff is a monic and irreducible iA[X]
and there is a constaatsuch that EF{, k) < ck for any natural numbek. The security
of the hash functions is based on the worst-case hardnes& pISVP for a suitable
polynomial f. See[[J for more details. They adopted a family of polynomials such as
X" + 1 andx™! + x"2 + ... + 1 for n such that the polynomials are irreduciblezifx].

To describe the hash functions, we prepare some notations. Define Rpx] /(f) —
Zg" as

Rot;(a) :=[ep®a, e ®4,...,6,1®4],

where eaclg is a polynomialx and the operatog denotes the product operator in
Zq[X]/{f). For example, iff = x" -1 or f = x" + 1, Rot(a) is a circulant or skew-
circulant matrix, respectively. We next defiR©OT(f, g, n7) as a subset (igx”f“,

ROT(f,q,n) := {A = [Rots(ay) ... Roti(am)] | as.....am € Zg}.

Let D(n, d) = {x € Z™ | ||x]l,, < d}.
We now describe a family of hash functions give g

Hy(f.q.m',d) = {ha : DY d) — Z{ | A € ROT(f, g, )}

wherehp (x) = Ax. We note that, foA = [Rots(a;) ... Roti(ay)] andx = X1 0...0Xqy,
we can interprefx into Y7, & ® X;.
Lyubashevsky and Micciancio showed the following theorerflB).

Theorem 5. Let E = EF(f,3). Letm? > logq/log2d andq > 2Ednin®?2logn. Then
for y = 8E2dninlog?n, if A(f)-SVP; is hard in the worst case theH7(f, g, n7,d) is
collision resistant.

Next, letH7(f, g, ') be a restricted version of the above hash functions:

Hy(f.q.m) = {ha : {0. 1™ - Z§ | A € ROT(f, q. )}

Corollary 1. For anynt(n) = O(logn), there existgy(n) = @(M'n*?logn) andy =
6(mnlog? n), such that, for a suitable polynomial H7(f,q,n7) is collision resistant
if A(f)-SVP} is hard in the worst case.

Finally, we introduce a restricted version®f-(f, g, m") for use in our identification
scheme:
Hy(f,q,m,w) = {ha - B(Mn,w) - Z§ | A € ROT(f,q, )}

Now, the setup algorithm on input' butputsA = [Rot;(ap) ... Rot;(ay)] from
ROT(f, g, n7) uniformly at random. The key-generation algorithm on inauthooses
a random vectox € B(n'n,w) uniformly at random, computes a vectpr= Ax, and
outputs pk, sk = (y, X).



C.2 An String Commitment Scheme

Using H7(f, g, m), we also obtain a simple string commitment scheme. We apply
the following lemma toH7(f,g,m) and obtain the statistical-hiding property of a
string commitment scheme. This lemma is obtained by use of Micciancio’s regularity
lemma[g]

Lemma 3. Let g be a primeq = q(n) = n°Y and nt an integer such thatw =
m'(n) > 2loga. Let f € Z4[x] of degreen be a suitable polynomial fog. The sta-
tistical distance betweefay, . . ., am, Z{Zl a ®X;) and the uniform distribution over the
set(Zq[X]/{ )™+ is negligible inn.

Now, we obtain the following lemma as[lemma 1

Lemma 4. For anym'(n) = O(logn), there existxy(n) = A(MYn*?logn) andy =
O(m'nlog?n), such thatm(n) > 4logq and for a suitable polynomiaf, Comy is

a statistically hiding and computationally binding string commitment scheme in the
trusted setup model #(f)-SVP} is hard in the worst case.

Using the Merkle-Damgard technique, we obtain the string commitment scheme whose
commitment function is Comn: {0, 1}*x{0, 1}™"/2 — Zj rather than Com : {0, 1}™"/2x
{0, 3M"2 — 7¢.

C.3 An Identification Scheme and An Ad Hoc Identification Scheme

We obtain the ID scheme and the AID scheme by combining the above setup and key-
generation algorithms and the string commitment scheme with Stern’s scheme as in
Sectiordandd One can prove the securities of the schemes in the same manner to the
proof of TheoremBl andd

Theorem 6. Let f be a polynomial and := EF(f, 3). Letm’ = n7(n), g = q(n), and

w = w(n) be polynomially bounded functions such thiat> 4 logq, g > 2EnTn®2logn,

andq"/ |B(m'n,w)| is negligible inn. Assume thatf is a suitable polynomial. Then for

y = 8E2m'nlog?n, if A(f)-SVP; is hard in the worst case then the ID scheBg

which uses the above setup and key-generation algorithms and the above string com-
mitment scheme is secure against impersonation under concurrent attacks.

Sketch of proof:We show that if there exists an impersonafarhich succeeds imper-
sonation under concurrent attacks with non-negligible probakilitigere existsA that
finds a collision &, zp) for H(f, g, ).

GivenA € ROT(f, g, "), A chooses a random secret keg B(nm'n,w) and com-
putey = Ax. A executes/ on inputs A,y). We note thatA can simulate the or-
acles ©nv and Rov, sinceA has the secret key. A executes! three times with
random challenges and a fixed random tape. Ttenbtains three transcript€mt”,
Ch?, Rsp), Ded) for i = 1,2,3 as the results of the interactions betwdeand A.
Note thatCmt? = Cmf? = Cmt® since A fixes the random tape to wotk. By
the assumption, with non-negligible probabilit, obtains good transcripts such that
Ded” = (Ded’,...,Ded) are all 1 for everyi. Then,# can findx’ from (A,y)



or find (s,0) # (S,p’) such that Com(s;p) = Comu(S;p’) by using the fact that
cmft = Cmi? = Cmf®. In the former case, we can show that# x with prob-
ability at least ¥2 as in the proof offTheorem P A outputs &, x’). Sincex,x’ €
B(n'n,w) C {0,1)™", A indeed finds a collision fot{7.(f,g,m). In the latter case,
A computes # 7 € {0,1}™" from (s, p) and @, p’) such that Com(s, p) = Az and
Comu(s’;p") = AZ'. Thus, A outputs ¢, ) as a collision forH(f, g, n). O

Theorem 7. Let f be a polynomial ance := EF(f,3). Letm' = m'(n), g = q(n),

andw = w(n) be polynomially bounded functions such that> 4logq, g > 2E(w +
1)m'n*2logn, andqg"/ |B(n'n, w)| is negligible inn. Assume thaf is a suitable poly-
nomial. Then fory = 8E%(w + 1)m'nlog?n, if A(f)-SVP; is hard in the worst case

then the AID scheme which uses the above setup and key-generation algorithms and
the above string commitment scheme is secure against impersonation under concurrent
attacks.

Sketch of proof:We show that if there exists an impersonafowhich succeeds imper-
sonation under concurrent chosen-group attacks with non-negligible probability, there
existsA that finds a collision4;, z,) for Hr(f, g, Y, w+ 1).

The algorithmA, given inputA € ROT(f, g, ), feedsA to the impersonataf. In
the experiment, the impersonatbwill call I nit, Corr, and Rov. If T calls it with
inputi, then#A chooses € B(m, w) at random, computes := As;, and returny; to 7.
Note thatA can correctly simulate the oracles& and Rov, sinceA has the secret
key s corresponding to the public key.

At the end of the experiment, will impersonate as a group which is specified by the
set of public keyR = (y1,...,V;). Rewinding three times,A obtains §,p) # (S,p’)
such that Com(s; p) = Coma(S'; p’) or avectox = X;oxz suchthatpfy; ... y]x =0,
wherex; € {-1,0,1)™", x, € {-1,0,1}', andx € B’(m'n + |,w) as in the proof of

In the former caseA computes # z' € {0,1}™" such that Com(s;p) = Az and
Coma(S';p’) = AZ’. Hence,A outputs £,7’) as a collision forHy(f, g, m', w + 1).

In the latter case, we havx; + Z!:l X2;yi = 0, that is,Ax; + Z!:l X2iAs = 0.
Hence, we obtain thak(x; + X|_; %2;5) = 0. By the same argument as in the proof
of [heaorem Pwe have thak; + }; X2is # 0 with probability at least 12. Recall that
the numbers of+1 in x is w and that of-1 in x is 1. Thus we can split the vector
X1+ Yi X2;iS into two vectorz; andz; such thaky + Y XS = 21 + 22, Az; = Azy, and
71,2, € D(M',w+1). Hence,A outputs £;, z,) as a collision forHz(f, g, n',w+1). O



