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Abstract

Classical key distribution is only secure if the adversary is bounded in some
way, e.g., computationally. But if Alice and Bob use a quantum channel to
communicate they can achieve unconditional security: eavesdropping cannot
be performed on a quantum channel without modifying the states being
transmitted, so Alice and Bob can detect the noise introduced, and take the
necessary steps.

BB84 is one of the simplest and probably most well known QKD proto-
cols. It is a so-called “prepare-and-measure” protocol, which doesn’t need
a complete quantum computer to be performed, but can be realized with
today’s technology. We present a new prepare-and-measure protocol for
quantum key distribution using two-way communication, achieving a toler-
able error rate of 16.9%. We combine error detection instead of correction
as proposed by Gottesman and Lo [4] and classical privacy amplification,
which has been proven secure against a quantum adversary by Renner and
Koénig [6, 15]. We prove the security of our protocol using EPR pairs and the
result from [6, 15], and then derive our prepare-and-measure version from
the EPR one as in the Shor and Preskill security proof of BB84 [16].

Our result is slightly worse than Gottesman and Lo’s, which achieves
18.9% but is much simpler and only makes use of error correcting codes for
a very small number of errors, which otherwise could require exponential
time, making practical realizations impossible.
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Chapter 1

Introduction

1.1 Quantum key distribution

Classical key distribution is only secure against a computationally bounded
adversary. In principle nothing prevents an eavesdropper with infinite com-
putational power to passively monitor the execution of the key distribution
protocol, get some information about the key and decode any encrypted
communication using that key. Furthermore development of quantum com-
puters could make some classical protocols insecure, which would have a
retroactive effect on all past communication and encryption.

Quantum key distribution on the other hand is unconditionally secure.
Passive monitoring is not possible in quantum mechanics. Any attempt by
the adversary to gain information about the key will almost always result
in disturbance being introduced in the channel. This disturbance can be
detected by the legitimate users, corrected if it is small enough, if not the
protocol is aborted.

To perform a quantum key distribution protocol, Alice and Bob have a
classical and a quantum channel at hand. They perform the initial qubit
exchange along the quantum channel, and then compare and discuss the re-
sults on the classical channel. The quantum channel is assumed to be under
the total control of the adversary, Eve. The classical channel is authentic,
but otherwise totally insecure, so Eve has access to all of their classical
communication.

The protocols of interest are the so-called “prepare-and-measure” proto-
cols, which do not require a complete quantum computer. In fact the only
operations required are to prepare quantum states and perform a projec-
tive measurement on them. Alice prepares and sends her qubits to Bob,
who measures them as soon as he receives them, without needing quantum
memory to stock them or a quantum compute to perform some operation
before the measurement.

In this work we concentrate on BB84-like protocols. BB84 [2] is prob-
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ably the most well known and simplest prepare-and-measure quantum key
distribution protocol. Alice prepares single qubits in one of two possible
basis chosen at random. She then sends them to Bob who measures them
immediately upon reception in one of the two basis. They now each have a
string of bits and can apply classical error correction and privacy amplifica-
tion by communicating over the classical channel. All BB84-like protocols
follow the same principle of sending and measuring single qubits in one of
two possible basis. What differs is the classical post-processing applied to
the resulting bit strings. We see that the only quantum operations involved
in BB84 are preparing states and measuring them upon reception. All the
post-processing is done classically, which makes it a prepare-and-measure
protocol.

Other prepare-and-measure quantum key distribution protocols exist,
e.g., the six-state scheme or B92, but they are less practical to use: the
six-state scheme uses one extra basis so needs a more sophisticated physical
apparatus and is harder to implement, and B92 is much less resistant to
noise, so only works over shorter distances. Thus BB84 is the most interest-
ing protocol to work on and improve for practical implementation purposes.

Any BB84-like protocol has an upper bound on the tolerable error rate
of 25%, which is due to a simple intercept and resend eavesdropping strategy
(see Section 3.4.1). The Shor and Preskill proof of BB84 [16], which relies
on entanglement purification and quantum error correction has a tolerable
error rate lower bound of 11%. Several methods have been proposed to
improve this lower bound. Gottesman and Lo propose to detect the errors
and drop blocks with errors instead of correcting them. They thus achieve
a lower bound of 18.9%.

We combine the error detection idea of [4] with a proof of security of
privacy amplification against a quantum adversary from [6, 15], and propose
a new simpler BB84-like protocol for QKD. Our protocol only tolerates an
error rate of 16.9%, but the bound is obtained analytically and we only use
error correcting codes for very small errors.

1.2 Thesis overview

After a brief introduction to the basic notions of quantum information given
in the last section of this chapter, we will explain how noise can affect
quantum transmission and how to correct it in Chapter 2. In that same
chapter we will introduce the error correcting codes and stabiliser formalism,
which we will use throughout the thesis.

In Chapter 3 we will explain BB84 in detail, and go through the proof of
security as proposed by Shor and Preskill [16], which relies on entanglement
purification and achieves the 11% lower bound on the tolerable error rate.

In Chapter 4 we will then replace the privacy amplification step derived
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from quantum error correction of phase flips which appears in BB84 by
classical privacy amplification using two-universal functions. The result from
[6, 15] proves that this is secure against a quantum adversary.

Finally in Chapter 5 we will add an error detection step as proposed in
[4]. We divide our string in substrings and perform random parity checks.
If Alice and Bob’s results differ, they drop the substring. This final protocol
tolerates an error rate of 16.9%.

1.3 Basic quantum information notions

In this section we will give a few definitions and properties of some quantum
information theoretic concepts, which we will need throughout the thesis.
We refer to e.g., [13], for proofs and more formal derivations of these prop-
erties.

1.3.1 Von Neumann entropy

Similarly to classical information theory, in quantum information theory
their exists a notion of entropy of a quantum state. Let a state be given
by its density operator p, then the entropy, also known as Von Neumann
entropy, is defined as

S(p) = —tr(plogp),

where the log is taken in base 2.
If p has the eigenvalues A, then the entropy can be rewritten as

S(p) == AslogAs.

Here are a few properties of the Von Neumann entropy which we will
use in this thesis.

1. Vp,S(p) > 0. S(p) = 0 iff p is a pure state.

2. In a d-dimensional Hilbert space S(p) < logd. S(p) = logd iff p is in
the completely mixed state I/d.

3. If a composite system AB is in a pure state, then S(A) = S(B).
4. For a composite system AB, S(AB) < S(A) + S(B) with equality iff
the two systems are uncorrelated, i.e., pA% = p4 @ pB.
1.3.2 Fidelity

The fidelity is a distance measure between quantum states. For density
operators p and o it is defined as

F(p,o) = tr (\/pl/%pl“) :
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There are two particular cases in which this formula can be simplified.
The first is when p and ¢ commute, i.e., diagonalisable in the same basis. If
p=>,;rili)i] and o =), s;]i)i|, then the fidelity becomes

Flpa) = Vs

The second case is when one of the states is in a pure state [¢)) and the
other is an arbitrary state p, then

E(ly), p) =V (&lpli).

An important property is that when two states undergo a trace-preserv-
ing quantum operation (which is defined in Definition 2.1), their fidelity
cannot, decrease

F(E(p),E(a)) > F(p,0).

1.3.3 Trace distance

Another distance measure which we will use is the trace distance. For two
quantum states given by their density operators p and o, it is defined as

5(p ) = g tr (o — o).

For two states which commute, i.e., are diagonalisable in the same basis,
the trace distance reduces to the classical variational distance of two prob-
ability distributions given by the eigenvalues of the density operators. Let
p=>,;rili)i| and o =), s;|i)(i|, then the trace distance becomes

1
d(p,0) = 5 Z |ri — 4.

As with the fidelity, a trace-preserving quantum operation (which is
defined in Definition 2.1)can only make two states “closer”, so the trace
distance does not increase:

3(E(p),E(0)) < d(p,0).

1.3.4 Commuting observables

Lemma 1.1. Let My and M be two observables which commute, i.e., are
diagonal in the same basis. Then if a state p is measured with My and M,
the probability of obtaining the outcome (mi,mg) does not depend on the
order in which the measurements are performed.
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Proof. Let My = > miPy, and My = > maPy, be diagonal in a
the basis {|i)}. Then P, = Y od, [i)i| and Pp, = Y, 8%, ]i)i| with
Qs By, € 10,1} for all my, mo. If we first apply the measurement of M;
to p, followed the measurement of My, then we will end up in the state
Py Py pPpn, P, with probability tr(P,, Py, p). But

Py Py = > ol |01 83, 1)
i J
= Za:‘m e li)]

= Py, Pn,-

So the result of the measurements will be the same states with the same
probabilities, no matter in which order the measurements are performed. [J

The importance of these commuting observables is that the outcome of
such measurements can be reduced to a classical problem, which can be
described by classical random variables X; and Xs with a joint probability
distribution Px, x,. If only the measurement M; is preformed, then X; with
probability distribution Px,(-) = >_,, Px,x,(-,z2) describes the outcome.
So whether the measurement M, was performed or not, or whether the
outcome is simply unknown, the probability distribution of X7 is the same.
This naturally also applies for Xs.

In the following chapters we will very often use this property and de-
scribe the outcome of measurements of commuting observables with random
variables.
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Chapter 2

Quantum error correcting
codes

Alice would like to send some qubits to Bob. But the quantum channel
they have access to is noisy. So to make sure Bob receives what she sends,
Alice will encode her qubits into some Hilbert space of higher dimension.
The idea behind quantum error correction is the same as for classical error
correction. If the noise level is not too high, Bob can recover Alice’s original
state by taking the “closest” code-word to the one he receives.

In the Section 2.1 we will explain what kind of noise can act on quantum
channels and how it affects qubits. In Section 2.2 we will define the concept
of quantum error correcting and see how quantum error correcting codes
work. In Section 2.3 we will then have a look at a class of very useful codes,
the CSS codes. And finally in Section 2.4 we will explain the stabiliser
formalism, which is used to describe a family of codes, including CSS codes.

2.1 Quantum noise

2.1.1 Trace-preserving quantum operation

Noise can be seen as the interaction of an environment on the quantum
system of interest. It can be described as a unitary transform applied to the
composition of the quantum system of interest and its environment. The
state of our system after it has been affected is obtained by tracing out the
environment. If our system started in the state p then its state after being
affected by the noise is

Ep) = tre (U(p2 pp)UT) . (2.1)

where pg is the initial state of the environment and U is the unitary trans-
formation, the “noise”, that the whole system undergoes.

7
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Let |ex) be an orthonormal basis for the environment, and pg = |eg)eo|
the initial state of the environment. There is no loss of generality in assuming
the environment starts in a pure state, as if this was not the case, we could
append an extra system to purify it. Equation (2.1) can be rewritten as

Ep) = > texl (U(p @ leo)eo T ) fex) (2.2)
k

=" EwE], (2.3)
k

where E}, := (ex|U|ep).

Definition 2.1. Let £ be a trace-preserving quantum operation modelling
some noise affecting a system. Equation (2.1) gives the system-environment
model of the quantum operation. Equation (2.3) is known as the operator-
sum representation of £. The operators Ej are the operation elements for
the quantum operation £. The operation is trace preserving if tr(E(p)) = 1
for all p, so the operation elements must respect >, E,];Ek =1

Note 2.2. The exact operation elements {Ej} depend on the basis {|ex)}
chosen for the environment. A different basis leads to different {Ej}, but
resulting in the same operation &.

The advantage of the operator-sum representation is that we do not
need to take the environment into account. The error is given as a set of
operations acting only on our system.

2.1.2 Non-trace-preserving quantum operations

It is often useful to consider non-trace-preserving quantum operations, for
which ), E};Ek < I. Such an operation can be seen as resulting from an
extra measurement with a known outcome. Let the measurement {M,,} be
applied to our system and its environment, giving the result m. Then, if our
system started in state p, the environment in state |ep)ep|, and a unitary
operation U affects our system and its environment, the final state of our
system after tracing out the environment is

g (MnU(p ® leoleo UM},
tr (MmU(p ® yeoxeoy)mML) '

We will define the operation &, as
Emlp) = tr5 (MU (p © leo)eo)UTM],) (2.4)

= Z (ex] (MmU(p® |eo>(€o\)UTMﬂ;1> ler,) (2.5)

k
=Y EwE], (2.6)
k
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where Ey, := (ex|M,,Uleyp).

Definition 2.3. Similarly to Definition 2.1 Equations (2.4) and (2.6) give
us the system-environment and the operator-sum representations of the non-
trace-preserving quantum operation &,,.

Modelling a quantum operation in terms of its interaction with the en-
vironment is not the only possible way to define it. An axiomatic approach
is also possible, see e.g., [13].

2.1.3 Mocking up a quantum operation

A quantum operation £, which is given by its operator-sum representation
Elp) =2k Eka,];, it can easily be expressed in a system-environment form.
If the operation is trace-preserving, then by labelling the initial environment
state |eg), we can define the unitary operation acting on both systems as

Ulp)leo) := > (Brlth))ler). (2.7)

k

We can see that U is unitary by applying it to states |¢)|eg) and [¢)|eo) and
checking that the scalar product is preserved:

WU1o)eo))! Ul leo) = 3 ((SIE]) (el S (Eel)) lee)
k y4
= > (A ELElY)
k
= (614},

where the last equality was obtained because ), EZEk =1
If the operation is non-trace-preserving, we first need to complete it
with an additional operation element F,.;, such that E;fl 1By = 1 —

Dy E;Ek We can now define the unitary operation similarly to Equa-
tion (2.7):
n+1

Ul)leo) == D (Exlv))lex), (2.8)

k=1

and the projector onto the subspace which is affected by &:
P=1®) |er)exl (2.9)
k=1

By putting Equations (2.8) and (2.9) together we get an equation in the
form of (2.4)

E(p) = tr (PU(p @ [eo)ea U PY) (2.10)
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This expansion of a quantum operation to an ancilla system can be seen
as a purely mathematical construct. The unitary operator U obtained is not
necessarily the one which was applied, but is equivalent in all aspects for
the subsystem on which the state p lies. We will use it pretty frequently in
future chapters to expand some quantum operator £ to a unitary operator
acting on the main system and an ancilla.

2.2 Quantum error correction

2.2.1 Error correcting codes

An error correcting code should provide both a way to encode a message and
correct it once it is received. The error correction is often done in two stages.
First a measurement operator is applied to identify the error that occurred.
The outcome of that measurement is called the error syndrome. The second
stage is a recovery step, in which an operator is applied to correct the error
corresponding to the syndrome measured in the fist stage.

Definition 2.4. A quantum error correcting code is a subspace C of a
Hilbert space Hg. To use such a code we need to define a mapping between
an orthonormal basis of our message space and the code space. But this
mapping has no influence on the error correcting properties of C' so it will
often be omitted.

Definition 2.5. An error correction strategy & consists of a measurement
operator and set of unitary operations ({M;}, {U;}), where {M;} is the mea-
surement done to obtain the syndrome ¢, and {U;} are the unitary operations
used to correct the error with syndrome +.

Let R be the quantum operation associated with the error correction
strategy Z = ({M,},{U;}). The state after error correction is

U; Mo M U]
R(o) = ZPr [measurement outcome 1 ERu R
Z, tr (UZ-MNM;UZT)

= Z:UVPZ\47IO']\4JUZ-r == ZRzUR;r’

where R; := U;M;. Very often we will simply consider the operation R
and its elements { R;} and not mention & and the decomposition of {R;} in

{M;} and {U;}.

Note 2.6. The error correction operation R may be expanded into one
unitary operation U by adjoining an ancilla system, which “contains” the
result of the measurement. This procedure is very similar to what was done
in Section 2.1.3 to expand a quantum operation to include the environment.
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Let the ancilla system start in the pure state |0). U is then defined as
follows:

U$)[0) == D _(UiM;|9))]i)- (2.11)

2

A code and correction strategy protect against the error operation £ if
for all pin C
(Ro&)(p) x p. (2.12)

We do not require equality in Equation (2.12), because the error is not
necessarily trace preserving. But due to linearity the proportionality factor
must be a constant ¢ independent of p.

In the Lemma 2.7 and Note 2.8 we will show that if a set of errors {Ej}
is correctable, then it can be expressed in a different basis, in which every
error operator brings a code-word to an orthogonal subspace. It can then
be corrected by identifying the subspace and rotating the code-word back.

Lemma 2.7. Given a quantum operation € with elements {Ey} and a re-
covery operation R with elements { Ry} which successfully corrects all code
words in C subject to £, there exist equivalent operation elements {Fy} and
{Qr} such that € = F, R = Q and Q;F;\/p = 0;jd;\/p for some real number
d; and all p in C.

Proof. R recovers errors from & so according to Equation (2.12) for all p in
C we have

(RoE)(p) = cp.

By expanding this system to include the environment and an ancilla system
for the recovery measurement, as described in Section 2.1.3 and Note 2.6,
we get

(R®IE)(E®IR)(/)®‘60)(60’@’T0><T0’)(ET®IR)(RT®IE) = cp®ogr, (2.13)

where E is the unitary noise operation acting on the main system and the
environment, R is the recovery operation acting on the main system and
the recovery system and ogpg is the state of the environment and recovery
system after the noise and recovery operations.

Note that ogr is a pure state: before the operations £ and R were
applied, the entropy of the system was

S(p @ [eo)eo| @ |ro)rol) = S(p).

After the noise and recovery operations the entropy of the normalised state
is

S(p®orr) = S(p) + S(oEr)-

But as the operations R and F are unitary, they did not increase the entropy,
and we must have S(oggr) = 0.
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So we can take the Schmidt decomposition of ogr and get

OER = Z Aidk|D) pli) (Kl 5 (Kl 5
ik

We now recall Note 2.2, which says that the operation elements depend on
the basis chosen for the environment, and rewrite Equation (2.13) with the
noise and recovery operations expressed in the Schmidt basis:

Z QZE]ngQ; ® 7)) plklp @ ) p{lg =cp® Z Aide|i) gkl @ [0) p{k| R,
ijkl ik
(2.14)
where Q; = (i|gR|ro)p and F; = (j|gEl|eo)p- Equation (2.14) compares
two matrices. For them to be equal we need every “cell” to be equal, in
particular

QiFipFIQl @ 17) (il ® i) (il = cp ® 6:57215) (il g ® 18) il 5-
Therefore Q;F;\/p = 6iAiv/c\/p- d

Note 2.8. The operation elements {@);} obtained in Lemma 2.7 can be seen
as a measurement which collapses the error onto the error operator F; with
syndrome i and corrects it. As these errors are distinguished with probability
1, the elements {F;} must rotate the code space to orthogonal subspaces.
So the {Q;} could be decomposed in a projective measurement {M;} which
identifies the subspace to which the errors { F;} take elements of the code C
and a unitary operator {U;} which rotates them back to the original code
space, such as defined in Definition 2.5. In other words Lemma 2.7 says
that an error which is correctable can be expressed in a basis which takes
the code space to orthogonal subspaces, and to correct it we need to identify
those subspaces and rotate them back.

2.2.2 Discretisation of the errors

So far we have defined a recovery procedure as being able to correct a partic-
ular error operation £. But in reality we do not necessarily know what error
is affecting our system. In this section we will show that it is in fact suffi-
cient to correct a discrete set of errors on some qubits to correct arbitrary
errors on these qubits.

Theorem 2.9. If R can recover from noise process £ with operation ele-
ments {E;} for all states on a code space C, then R can recover from any
quantum operation F whose operation elements {F;} are linear combinations
of {E;}, ie., Fj =), mj;E; for some complex numbers my;.
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Proof. Without loss of generality we can assume the operation elements to
be given in the Schmidt bases calculated in Lemma 2.7, so

ReEi/p = Oridyr/p.

For F we now have
ReFy/p =Y myuRiEi/p
i
=) mjibridp/p

)
= mjkdk\/ﬁ.

And the noise and error correction procedures together produce

(RoF)(p) = Y RiF;pF|R}
-

J
= ImulPdip
kj
o p.
So the operation R corrects the error F according to Equation (2.12). [

We now have the tools necessary to correct arbitrary errors on a limited
number of qubits. Any error acting on one qubit can be written as a linear
combination of the Pauli matrices (X, Y, Z and I) acting on that qubit.
So it is sufficient to design a code and recovery strategy, which can correct
these errors, to correct arbitrary errors on one qubit. Similarly if we can
correct Pauli errors on ¢t qubits, we can correct arbitrary errors on t qubits.

In the next section we will illustrate these error correcting properties
with an example, the Shor code, which we have taken from [13].

Example: Shor code

The Shor code protects against an arbitrary error on a single qubit. But
according to Theorem 2.9 to show this it is sufficient to make sure we can
correct bit flips, phase flips and combined bit and phase flips.

The encoding is defined the following way:

(000) + |111))(]000) + |111))(|000) + [111))

2v2
(/000) —|111))(|000) — |111))(|000) — |111})

2v2

So the code space is spanned by |0z) and |11)

0) = |0z) ==

1) — |11) == (2.15)
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Let’s first look at how this error protects against a bit flip on a single
qubit. Suppose Alice sends Bob the state 1)) = a|0r) + 5|11). If a bit flip
occurred on one of the two first qubits, we can detect it by measuring the
observable Z1Zs = (|00)00| 4+ [11)(11]) — (J01){01| + |10)(10]). |¢) is in the
+1 eigenspace of Z1Zs and X1 |¢)) and Xo|¢)) are in the —1 eigenspace. So
the measurement will give the syndrome +1 if no bit flip occurred and —1
if it did, without modifying the state of the code word measured.

Similarly by measuring the observable Z5Z3 it is possible to determine
whether a bit flip occurred on the second or third qubit. Given that not
more than one bit flip occurred on the whole code word and the results of
the two measurements 27> and Z»Zj3, it is possible to determine exactly
which qubit was flipped. It can then be corrected by being flipped once
more.

We will use the same strategy to correct phase flips. A measurement
of X1 XoX3X,X5Xs and X4 X5X6X7XgXg will tell us whether there was a
phase flip on one of the first 6 respectively last 6 qubits. We can then correct
the error by flipping it again, e.g., by applying the operator Z1Z57Z3 to flip
the phase of the first 3 qubits.

The observables used to detect a bit flip and a phase flip commute. So
they are diagonalisable in the same basis, and the measurement with one
will not modify the outcome of the measurement with the other!'. So if both
a bit and a phase flip occurred on the same qubit, say the operator X2
was applied, then our error correcting strategy would correct them both.

Let’s now suppose we want to correct an arbitrary error with operations
elements {E;} which affects the first qubit. Each F; can be written as

E; =ejpl +en X1+ ez +e3X12;.

So the state E;|1)) can be written as a superposition of |¢), Xi|¢), Zi|¢)
and X1 Z1]¢) and measuring the syndrome will collapse it into one of those
four states, then correct it.

2.2.3 Correcting “small” errors

So far we have seen that if we can correct bit and phase flips on some qubits,
then we can correct arbitrary errors on these qubits. But that does not seem
to be of much use against errors which would act on every qubit, because it is
clearly impossible to correct arbitrary errors on every qubit. But if the error
is “small” we hope that only correcting a few qubits will be enough. We can
see the intuition for this by looking at the Shor code example. Measuring
the syndrome which identifies bit or phase flips collapses the error to a bit
flip, phase flip, both or neither. So if it gets projected often enough on the
identity error, only correcting a few qubits should be enough.

lsee Section 1.3.4
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A measure for how close a state is to containing no more than ¢ bit or
phase flips is its probability to get projected on the subspace of all states
differing from the original state by no more than ¢ bit or phase flips. The
following theorem gives a bound on the fidelity of error correction using this
distance measure.

Theorem 2.10. (Adapted from [10]) Suppose Alice sends Bob the state
[WX| from an error correcting code C, which supports recovery of t phase
flips and t bit flips. The transmission is disturbed by some noise £, so that
Bob receives the state p = E(|Y)¢|). He then corrects it to obtain p'. For
the fidelity? F of the recovered state we have

F? = (@lp'|$) = tr (TLsp)

where Ilg is the projector onto the subspace spanned by all states which are
obtained by flipping no more than t bits and no more than t phases of |1).

Proof. Let S be our main quantum system containing [¢)), E be the environ-
ment and R an ancilla system we append for error correction, as described
in Section 2.1.3 and Note 2.6. p can be seen as the reduced density matrix
of some pure state |¢sg) which is the result of the noise acting on S and E.

IIg is the projector onto the subspace which after error correction will
be brought back to [¢). Any other state will probably be corrected to the
wrong code word. So we can decompose the state before error correction
into a “good” and a “bad” component

[Vg00d) = (Ils @ Igr)|vsE) @ |OR),
[Ybad) = ((Is —s) ® Igr)|YsE) @ |Or).

The unitary recovery operation defined on S and R will take these states
t0 [Ygooq) and |¢,4). Since the recovery procedure works perfectly in the
subspace defined by IIg we have

[Vgood) = [¥) ® |junkgg).

And its norm is:

<¢éood‘wéood> = <¢good’¢good>
= (Yse|(ls ® Ig)|YsE)
= tr ((Ils ® Ig)|vseXvsel)
= tr (Ilgp) .

2gee Section 1.3.2
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Finally the fidelity squared of the state after error correction is

2= (Wlp[v) (2.16)
> (Yspr|(|VX¢| @ Igr)|Vspr) (2.17)
= <wéood‘(|w><w| ® IER)|¢éood> + <wéood|(|w><w| ® IER)|¢{3ad>

+(Phaa| (1VXY] © IER) [Vgooa) + (Vhaa| (¥ XY] ® IER)|¥haq f2-18)
=tr (HS ) < éood ‘wi)ad>
(

+ 1/} ad‘wg00d> <w{)ad‘ W "‘N ® IER ‘w{)ad> (219)
= tr (ILsp) + (Yiaa|(1VXY] @ IBR)|¢haa) (2.20)
> tr(IIsp)

where in the step from (2.18) to (2.19) the equality [¢g,.,q) = |¥) ®|junkgp)
was used, and from (2.19) to (2.20) the orthogonality of [1)g,.q) and [,q)-
O

In Chapter 3 this theorem will be used in a practical way: we will sample
the errors on some qubits and measure the number of flips to get an estimate
of the fidelity of the state after error correction.

2.3 CSS codes

2.3.1 Definition

We will now have a look at a very useful class of error correcting codes, the
so-called Calderbank-Shor-Steane codes.

Definition 2.11. Let C; and Cj be [n, k1] and [n, k2| classical linear codes
with Cy C (1, such that both C; and C’2L correct ¢ errors. We define the
[n, k1 — ko] quantum error correcting code CSS(C4, Cs) capable of correcting
errors on t qubits as the space spanned by the following states

Ve € Cp, |x+4Cy):=

N ety
|02 y€Cs

It is easy to see that for z,2’ € Ci, such that z — 2’ € C5, we have
|z + Cs) = |2’ + C2). So the state |z + Cs) only depends on the coset® of
C1/C3 in which z is. And if x and 2’ belong to different cosets, fly, 1y’ €
Co, st. x+y =2+, so |x+ C2) and |2/ + Cy) are orthogonal. We now
see that the dimension of CSS(C1,(Cs) is the number of cosets of C1/Cy,
which is |Cl‘/|02| = ok1—k2

3Let G be a group and H a subgroup of G. Let g € G, then gH = {gh|h € H} is a left
coset of H in G.
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2.3.2 Error correction

To correct against bit and phase flips we will use the error correcting prop-
erties of the codes C and (5. Let the bit flips be described by a n vector
e1 with 1 at the positions where bit flips occurred, and the phase flips be
similarly described by a vector es. If the original state was |z + C3) the
corrupted one is

S (D)@ 4y e). (2.21)

1
V ‘02| yGCQ

We will now measure the syndrome for the error e; by using the parity
matrix H;p of the code C1. The easiest way to see how the operation is done
is by introducing an ancilla system and applying an operator which will
take |z +y+e1)[0) to |z +y+e)|Hi(x+y+er)) = |z+y+el)|Hier).
By measuring the ancilla we can get the syndrome Hje;, compute the error
e1 (provided it has no more than ¢ 1s) and correct the state by applying bit
flips where appropriate, taking the state to

1 e
e 2 (D ).
‘ 2| yEC2

To correct phase flips we apply Hadamards to every qubit to turn phase
flips into bit flips:

0 = 1)@+)es |y 4 2.22
) Fg(;? [z +y) (2.22)

- o e 2 L (e (22)

z yeCs

_ Z Z (Hy ‘z +62> where 2’ 1= 2 + €2(2.24)

v |02|2n 2! yelCy

- WZ ) ea). (2.25)

In Equation (2.24) for 2/ € C3 we have y -2/ = 0,50 (v +y) -2 =z - 2.
For 2/ ¢ Cs we have [{y€Cqy:y-2' =1} = |[{y€Ca:y-2' =0}], so
> yec, (~DEF =0,

Equation (2.25) is similar to Equation (2.21), the error ey corresponds
to bit flips of words in the code Cy. And we can correct it the same way,
by using the parity check matrix Hs for the code C’Ql. We then correct the
bit flips and apply Hadamards again to get back to the original state.
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2.4 Stabiliser codes

In this section we will give a few simple definitions needed to understand
the stabiliser formalism and codes, which were introduced by Gottesman [3].
For a more detailed insight into stabilisers we refer to e.g., [3, 13].

2.4.1 Stabiliser formalism

Definition 2.12. The Pauli group G,, consists of all n-fold tensor products
of the Pauli matrices with multiplicative factors +1 and +i. Or in other
words:

Gy = {£]1, £il,+ X, £iX, £Y, 1Y, + 2, +iZ)},
Gn ={01®@gn-1:91 € G1,9n-1 € Gp_1}.

Definition 2.13. Let S be a subgroup of G,, and Vg the set of n qubit
states which are fixed by every element of S:

Vs :={[¢) : glv) = [¢),Vg € S} for § C Gy,
S is said to be the stabiliser of the space V.

Without proof we will state Lemma 2.14 about the dimension of the
space stabilised by a stabiliser S.

Lemma 2.14. If the stabiliser S = (g1,...,gn—k) 1S generated by n — k
independent commuting generators, then it stabilises a space of dimension
2k,

Intuitively each extra generator divides the space by 2. For a proof of
Lemma 2.14 we refer to e.g., [3, 13].

Definition 2.15. Stabiliser codes are a class of error correcting codes, which
consist of all code spaces that can be described using a stabiliser. Let the
code space C be defined by the stabiliser S = (g1,...,gn_k) given by n — k
independent generators. By Lemma 2.14 this defines a space of dimension
2% Any orthonormal basis of the resulting code space C' can be chosen as
the code words. But it is more practical to chose Z1, ..., Z; € G,, such that
{91, ,9n—k>Z1,.-.,Z1} forms an independent and commuting set. The
code word |x; ...xg) in C is then defined by the stabiliser

(Gs ey Gt (<) 1y (< 1) Z),

Notice that Va1,...,zx € {0,1}, {91, .-+, gk, (=1)*1 Z1, ..., (=1)* Z},}
forms a commuting set, because {g1, ..., gn—k, Zl, cee Zk} commute, so the
code words are well defined.

The advantages of using the stabiliser formalism becomes more apparent
when we explain how to do syndrome measurement and error correction on
a stabiliser code in the following lemmas.
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Lemma 2.16. Let S = (g1,...,gn—k) be the stabiliser of a code C' given by
its generators and the operators {Zy,...,Z} which define the basis as in
Definition 2.15. If there exists an error correction strategy to correct a set
of Pauli errors {E;}, then the combination of the observables {g1, ..., gn—k}
can be used as measurement operator for that strateqy. The corresponding
recovery operation is the Pauli operator in {E;}, which is unique for every
syndrome measured in the first step.

Proof. Every Pauli operator either commutes or anti-commutes with every
other Pauli operator. For a Pauli operator E;, define

i 0 if F; and g, commute,
By =

1 if F; and g, anti-commute,

i 0 if E; and Z; commute,
oy = _
¢ 1 if F; and Z, anti-commute.

Let |27 ... xg) be a code word of the stabiliser code C' defined by the stabiliser

<g17 < s On—k, (_1)112_17 ceey (_1)ka_k>

Then E;|z; ...xy) is stabilised by
(~1)%gr, ..., (~1)arg,y, (1) 2y, (1) 0k Z,),

and the measurement with the observable g, will have outcome +1 iff 8} = 0
and —1iff g; = 1.

Suppose there exist two Pauli operators F; and F; in the correctable set
{E;}, such that V¢ i = ﬁg, but I s.t. o} # ozz. Let |z ...zk) be defined
as above and |y . ..yi) be defined by the stabiliser

<gla <o In—k; (_1)x1+0¢§+a{2h ) (_1)$k+az+a£Zk>-

We now have |z ...x), |y1...yx) € C, such that |x1...25) # |y1...yx) and
Ej|lxy...xp) = Ejly1 ... yk). So there can not exist a correction strategy to
recover from both F; and E;. Therefore any two elements of the correctable
Pauli errors {E;} will have a different syndrome {3{} when measured with
the generators of the code {g¢}. So as described in Note 2.8 our recovery
strategy identifies which Pauli operator was applied (or projects the error
onto one Pauli operator) and recovers from it. O

Lemma 2.16 shows how to perform correction of Pauli errors. But by
Theorem 2.9 if we can correct a set of errors { E;} we can correct any linear
combination of these errors. And as Pauli errors on ¢ qubits from a basis for
arbitrary errors on ¢ qubits, this lemma also tells us how to correct against
arbitrary errors on t qubits, provided our code supports correction of all
Pauli errors affecting no more than ¢ qubits.
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Lemma 2.17. Let C be the code space defined by the stabiliser

S={g1,-- gn—t)-

The subspaces defined by the stabilisers

<(_1)/31g17 ) (_1)ﬁn_kgn—k> fO?” ﬁﬁ € {0, 1}

are mutually orthogonal, span the whole space, any error which can be correct
on C can be corrected on one of these other subspaces Cg, and to perform
this correction it is sufficient to measure the syndrome with the {g;} and
recover the original state by applying the operator to correct the error with
syndrome 3@ (3¢, where (3 is the bit string of {B¢} for the subspace used and
08¢ is the bit string of the syndrome measured.

Proof. The orthogonality of the subspaces and the fact that they span the
whole space are direct consequences of stabiliser properties.

Let B be the bit string of all 8,. If we can correct a state encoded in
the code space C, then to correct a state encoded in the subspaces Cz we
can apply a unitary operator Ug taking Cg to C, correct the state as if it
was encoded in C' then apply the reverse unitary operator U g to take the
state back to the original one in Cg. Let 8¢ be the result of the syndrome
measurement of the error correction in C, the operations applied to correct
a state p encoded in Cg and the unnormalised result p’ are then

p = UlUse Py UspU} Pse UL Ug,

where Pjge is the projection which results from the syndrome measurement
and Upge is the operator applied to correct the error with syndrome (3.
The effect of Ug on the syndrome measurement is to flip the results for
which G, = 1. So if the syndrome measurement had been done before the
rotation Ug, the syndrome would have been B¢ = ¢ @ 3, therefore

e Trrt
p = UU o g5UsPyer pPP USUL . Us.

The U operators are all Pauli operators, so they either commute or anti-
commute and the result can be rewritten

;) T
P =Ugegalpe pPpeUser s

So to perform error correction on a code word encoded using Cj it is
sufficient to measure the syndrome ﬂe/ and apply the operator Uﬁe/ o5 O
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2.4.2 CSS codes as stabiliser codes

CSS codes are a nice example of a class of stabiliser codes. Any code word
in C1, when multiplied by the parity check matrix Hi, gives 0. Similarly
if for each line in Hy; we construct a Pauli operator g; composed of tensor
products of I and Z, with an I for each 0 in the line of H; and a Z for
each 1, then any code word of CSS(Cq,C5) is in the +1 eigenspace of g;
and is stabilised by g;. In the same way we can find the other stabilisers of
the code space CSS(C1, Cs) by looking at the parity check matrix Hy of the
code Cy. All code words in CSS(Cy,Cs) are stabilised by Pauli operators
formed of tensor products of I and X, with an [ for each 0 and an X for
each 11in a line of Hy. Hj is a (n— k1) x n matrix and Hs is a kg X n matrix.
So we now have n — (k1 — k2) commuting independent Pauli operators in
our stabiliser, which fully defines the 2¥1=%2 code space.

In Lemma 2.17 we introduced the code spaces Cg which are orthogonal
to C' and have a syndrome (3 when measured with the stabilisers of C. For
a CSS code, from each syndrome we can compute the bit and phase flip
strings x and z, so CSSg can be defined as CSS, ..

Definition 2.18. Let C and C5 be two classical linear codes with Cy C (1,
such that both Cy and Cs- correct ¢ errors, as in Definition 2.11. We define
the quantum error correcting code CSS, .(C1,C2) as the space spanned by
the following states

S () w ).

\% ’02‘ welCy

Yv € Ch, |U + 02> =
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Chapter 3

BB&4

BB&4 is a prepare-and-measure quantum key distribution scheme proposed
by Bennett and Brassard in 1984 [2]. The first general but pretty complex
proof of security was given more than ten years later by Mayers [12]. Lo
and Chau [9] proposed a much simpler proof of security for quantum key
distribution, but their protocol unfortunately required a quantum computer.
Shor and Preskill [16] unified the ideas from [12] and [9], and gave a simple
and elegant proof of security of standard BB84. In this chapter we follow
the proof structure of Shor and Preskill, and take a few elements from [13]
and [10].

To prove the security of BB84 we will start with a protocol which relies
on entanglement and heavy quantum operations. We will prove this protocol
is secure, then reduce it step by step to BB84.

3.1 Modified Lo-Chau

The first protocol is based on entanglement purification[1]. Alice prepares
EPR pairs |®T) = % and sends half of each pair to Bob. These will
get disturbed by noise or Eve’s interference, but Bob will extract a smaller
number of pure EPR pairs out of them using error correcting codes. Alice
and Bob can then measure their EPR pairs in the computational basis to
obtain the same key. This protocol is given in Figure 3.1.

To prove this protocol is secure we need to prove that with high proba-
bility Eve has exponentially little information about the secret key produced
in Step 10. To prove this we will show that our error sampling in Step 8
guarantees that with high probability we will not have more than ¢ phase or
bit flips in the qubits used to generate the key, that the fidelity to m EPR
pairs of the state produced by entanglement purification in Step 9 is higher
than this probability, and given this fidelity is high, the information Eve has
is about the key is small.

23
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QKD protocol: Modified Lo-Chau

1: Alice creates 2n EPR pairs in the state \<I>+>®2n = |®Cn),

2: Alice selects n of the 2n EPR pairs to serve as check qubits to test for
Eve’s interference.

3: Alice selects a random 2n-bit string b, and performs a Hadamard trans-
form on the second half of each EPR pair for which b is 1.

4: Alice sends the second half of each EPR pair to Bob.
5: Bob receives these qubits and publicly announces this fact.

6: Alice announces the bit string b and which EPR pairs are to serve as
check bits.

7: Bob performs Hadamards on the qubits where b is 1.

8: Alice and Bob each measure their halves of the n check EPR pairs in
the |0), |1) basis and publicly share the results. If more than ¢ of these
measurements disagree, they abort the protocol.

9: Alice and Bob measure their qubits according to a syndrome measure-
ment for a pre-determined [n, m] stabiliser-based quantum error correct-
ing code correcting up to t errors, obtaining the syndromes s4 and sp
respectively. Alice announces her syndrome to Bob, who computes and
corrects the error with syndrome sgp = s4®sp. They decode their states,
now obtaining m near perfect EPR pairs.

10: Alice and Bob measure the m EPR pairs in the |0}, |1) basis to obtain a
shared secret key.

Figure 3.1: A QKD protocol which relies on entanglement purification

Lemma 3.1. If Alice and Bob measure half of their qubits to sample the
error as described in Step 8 of the modified Lo-Chau protocol (Figure 3.1)
and find t errors, then the probability that a complete measurement of the
remaining qubits in the Bell basis' would yield more than (1 + €)t bit or
phase flips is less or equal to e=0(cn),

Proof. From their measurements on the sample qubits Alice and Bob can
detect if a bit flip occurred, or phase flip when they applied a Hadamard.
This information corresponds to the result of measuring the sample EPR
pairs with the observables Z ® Z and X ® X respectively. Note that

Z ® Z = 100)X00] + [11)11] — |01)01| — |10)10]
= [@TX2F[+ |7 )| - [TTXTT| - [T X,
lthe Bell basis consists of the four Bell states

__|00) + |11) —\ _ |00y —11) __|o1) 4 |10) —\ _ |o1) —10)
|(I)+> - \/i |<I) >7 \/i ‘\Ij+> - \/5 ’lI/ >* \/i
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X @ X = [00)(11] + [01)(10] + [10)(01] + [11)(00]
= [@FTXeT| + U] — |7 X[ - [wT) (v,

So these observables are diagonal in the Bell basis and commute with any
measurement in that basis. Therefore the probabilities of the outcomes of
Z ® Z and X ® X are unmodified by any other measurement in the Bell
basis, so we might as well measure all EPR pairs in the Bell basis to reduce
the problem to a classical probability one.

Let Xeve and Zeye be two random variables representing the number of
bit respectively phase flips introduced by Eve, which would be detected by a
complete measurement in the Bell basis of all 2n EPR pairs. The probability
distribution of Xeve and Zeye are totally under Eve’s control. Let T be a
random variable representing the number of errors detected by the sampling
of n qubits, and Ry; and R,y be two random variables representing the
number of bit respectively phase flips in the rest of the qubits. Due to the
Hadamards applied randomly Rpf and R, have the same distribution, so
we only need to find a bound on one of them.

We are interested in finding a bound on the probability that we have more
errors in the qubits used to generate the key than we found by sampling the
other half, i.e., a bound for Pr [Ry; > (1 4 €)7T]. As the measurements with
outcome T' and Ryy commute with the measurements producing Xey. and
Zeve, We may write

Pr(Rys > (14 &)T] =Y Pr[Rys > (1+ )T | Xeve = 7, Zove = 2] Pae

T,z
(3.1)
where p; » := Pr[Xeve = %, Zeve = 2]. The task of estimating
Pr[Rys > (1 + €)T| Xeve = %, Zeve = 2] (3.2)

is now one of classical probability.
It is known that by randomly sampling elements of a set, the result will
be exponentially close to the expected value. More precisely we have

Pr {T <(1- %):”T“ Xeve = T, Zeye = z] < e e (33
Pr [Rbf > (1+ g)xT” Xeve = @, Zove = z] < e 0 (3.4)

where an exact derivation can be found e.g., in [13]. We can now use (3.3)
and (3.4) to find a bound for (3.2). To have Ryy —T > €T" we certainly need
cither Ryy or T to be out of the interval [(1 — §)%52, (1 4 §)%E2], because
if not they would be too close to each other to have a distance greater than
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el'. So

Pr [Rbf > (1+ 6T Xeve = %, Zeve = 2]

<Pr |:T < (1 - %)xT—i—Z Xeve = T, Zeve = Z:|
+ Pr |:Rbf > (1 + %)mTH Xeve = T, Zeve = Z:|
§6—9(52n).
By putting this in (3.1) we get the desired probability. O

We have shown that the probability of having more errors than measured
is exponentially small. So if we measure (1 — €)t errors in the sample qubits,
we may assume that we have no more than ¢ errors in the remaining qubits.

Theorem 3.2. If Alice and Bob use a [n, m| stabiliser-based error correcting
code, which can correct up to t bit flips and t phase flips, then the state
p" resulting from the entanglement purification performed in Step 9 of the
modified Lo-Chau protocol (Figure 3.1) has a fidelity F' to m EPR pairs such
that

2 = <(I>(m) p//

‘P(m)> > tr (Tlp),

where p is the state of the initial n EPR pairs after the noise affected them,
and II is the projector on the subspace spanned by all states which differ
from |®™) by no more than t bit and t phase flips.

Proof. Let the error which affects Bob’s qubits be denoted by £. Because
of the linearity of quantum operations, the state of the system when Bob
receives his qubits is

2" —1

p=5n O Il @ E1). (35)

i,j=0

Let Alice measure the syndrome of her qubits and obtain s 4 with probability
ps,- According to Lemma 2.17 this measurement projects the state on the
code space C,,. The state of the system can be written as p = ZSA psAp;A
where

P=gn O ledlel ®E(e)lc).

Ci ¢ €Cs 4

As this error only affects Bob’s system, it can be corrected using only op-
erations on Bob’s system. And by Lemma 2.17 again, if Bob measures the
syndrome sp he should correct s4 @ sp. Theorem 2.10 holds when the
noise affects the whole state, so it holds in particular when only half the
qubits are sent. By a simple change of basis QL% ZcieCsA lci)|ci) becomes
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2@ ?Zo_l |i)|i) = |®(™) so by Theorem 2.10 and by linearity of error cor-

rection, for the fidelity F of the state p” after error correction we have
F2:<q)(m) (m)> ZZpSAtr(HSAp;A),
SA

where Il , is the projector onto the space spanned by all states which differ
from 4 Y. o . |ci)|ci) in no more than ¢ bit flip or ¢ phase flip errors on
2§ T s

Bob’s system. Let Ps, be the projector onto Alice’s subspace Cs, which
was applied as a result of her syndrome measurement. The space defined by
Il , is a subspace of the space defined by P ,, so Ils, Ps, = II;, and using

/

r= s PSApP we get:

E:pmtrULA%A)==§:pmtrULA%AH@J
sA

—ZpSA ( Iy, Ps pPsAHSA>
SA

= tr(Ilp),

where IT = ) s4 s, 1s the projector on the subspace spanned by all states
which differ from zi% S22 )]5) = |®™) by no more than ¢ bit and  phase
flips. O

We now know that our corrected states have a fidelity to m EPR pairs
greater than the probability of having no more than ¢t bit and phase errors,
which is exponentially close to 1 by Lemma 3.1. So we still have to show
that having a high fidelity implies security, which is done in the two next
lemmas.

Lemma 3.3. If the fidelity squared between p and |®™) is such that F? =
(®™)|p|®™)) > 1 — 275 then S(p) < 275(s + 2m + L)+ 0(272%),

Proof. (®(™)|p|®(™) > 1 — 27 means that the largest eigenvalue of p is
larger than 1 — 27°. The entropy is maximised when the other 22™ — 1
eigenvalues are equal, so

—S

92m _ 1

S(p) < —(1—-2"%)log(1 —27°) —2"%log

—S

<-{1—2*)<I§2-+O(24ﬂ>+2‘%s+2m)

=27° <s+2m—|— 12) + O (2723).
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The following lemma is in fact a corollary of the Holevo bound[5].

Lemma 3.4. Let |¢)) be a pure state shared by Alice, Bob and Eve, and
p be Alice’s and Bob’s part p = trp(|v)X¢|). Let {M,} be a measurement
performed by Alice and Bob with the outcome given by the random variable
X, then I(X;Y) < S(p) for any measurement {M,} Eve can perform on
her system.

Proof. Let o = trap(|)¢|) be the state of Eve’s system before the mea-
surement of {M,} and

tran (My © ID)ENY| (M © 1))
tr (Mo ® In) |0} |(M] @ Ip))

Op =

the state after the measurement, which occurs with probability
pe = tr ((My © I) )XW (M} © L) )

{M,} is a general measurement, not a projective one, but we still have
0 =) .Dz0g, because the measurement is performed on Alice and Bob’s
system, and o is in Eve’s.

Eve’s task is to find a measurement {M,} with outcome Y to distin-
guish between the different o,. A bound is known on I(X;Y'), the Holevo
bound[5], which states that

I(X;Y) < S(J> - ZPIS(JI)

So I(X;Y) < S(0) = S(p). O

In Lemma 3.3 we have shown that if Alice and Bob’s state has a fidelity
exponentially close to m EPR pairs, then the entropy of Eve’s state is ex-
ponentially close to 0. In Lemma 3.4 we then showed that any information
Eve could get from her state about Alice and Bob’s state is smaller than
her entropy, which concludes the proof of security for the modified Lo-Chau
protocol. We can now reduce it a prepare-and-measure protocol.

3.2 CSS codes

Now that we have a key distribution protocol, which we have proven secure,
we would like to modify it to obtain a prepare-and-measure protocol. The
first step will be to remove the need for EPR pairs. To do this we need to
notice that the measurements Alice does at the end of the modified Lo-Chau
protocol could have been done at the start without any change to the rest
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QKD protocol: CSS codes

1: Alice creates n random check bits, a random m bit key k£ and two random
strings = and z. She encodes |k) in the code CSS, ,(C1,C2) and creates
n qubits |0) or |1) according to the check bits.

2: Alice randomly chooses n positions (out of 2n) and puts the check qubits
in these positions and the encoded qubits in the remaining positions.

3: Alice selects a random 2n-bit string b, and performs a Hadamard trans-
form on the second half of each EPR pair for which b is 1.

Alice sends the resulting qubits to Bob.
Bob receives these qubits and publicly announces this fact.
Alice announces b, x and z, and which qubits are to serve as check bits.

Bob performs Hadamards on the qubits where b is 1.

@D TR

Bob measures the n check qubits in the |0), |1) basis and publicly shares
the results with Alice. If more than ¢ of these disagree, they abort the
protocol.

9: Bob corrects and decodes the remaining n qubits from CSS, .(C1, C2).
10: Bob measures his qubits to obtain the shared secret key k.

Figure 3.2: A QKD protocol which uses CSS codes

of the states held by the other players. The result is the CSS codes protocol
given in Figure 3.2.

When Alice measures the check qubits in Step 8 of the modified Lo-Chau
protocol in Figure 3.1 on Page 24, she collapses the EPR pairs randomly
into |0) or |1). Instead of doing this, she might as well have randomly chosen
0 or 1 and sent the corresponding states to Bob, which is now done in Steps
1 and 2 of the CSS codes protocol.

When Alice measures her syndrome s4 she projects the EPR pairs onto
the code space Cs,. Let £ be the error operator affecting Bob’s qubits.
The state of the system before Alice’s measurement is then as given in
Equation (3.5). The probability of obtaining the outcome sy4 is

2n—1

poy = tr [ (P @ D)5 S Il @ (DB, @ 1)
i,j=0
—ulo Y ledsle sl

Cz‘7Cj€CsA

2% ST te (e (el) tr (E(e) ()

ci,cJEC’SA



30 CHAPTER 3. BB&4

1
on—m’
where P, is the projector on the code space Cs,. In the last step, the
trace-preserving property of £ is used.

The probabilities {ps, } are equal and independent of the subspaces {s4}.
So instead of letting the measurement randomly choose which code space
will be used, Alice could have chosen it herself and sent Bob a superposition
of all codes in that space (the B half of 2@ ZcieCSA lci) alci) ), and then
announced which code space she used instead of measuring the syndrome,
which she does in the new protocol at Step 6.

When they measure the m EPR pairs in Step 10 of the Lo-Chau protocol,
each possible key is produced with equal probability. So here again Alice
could have chosen the key randomly herself and encoded it in whatever code
they use, then let Bob decode it, which is now done at Steps 1 and 9.

In the new protocol Alice and Bob use the code CSS; .(Ci,C2). When
Alice announces which code she has used, she just needs to specify which
bit and phase flips = and z she has introduced. Different bit and phase flips
can lead to the same code, e.g., any bit flip vector in Cy will leave the code
word unchanged. But as all cosets are of the same size, the number of bit
and phase flip vectors which lead to the same code space are equal, so by
choosing them uniformly at randomly Alice chooses a code space uniformly
at randomly.

3.3 BB84 protocol

The CSS codes protocol does not make use of EPR. pairs anymore. But we
still need a full quantum computer to perform the encoding and decoding.
And Bob needs to store the quantum states he receives, while waiting for
Alice to send him the information he needs for decoding. To get around
these two problems we need to notice that Bob can first measure and then
decode classically. The result is the BB84 protocol given in Figure 3.3.

Let the state Bob receives encoded in CSS, .(C1,C2) be

LS () bt o e, (36)

\% ‘C2| weCy

where e, and e, are the errors introduced by Eve or noise. In the CSS codes
protocol in Figure 3.2 on Page 29 in Step 9, when he decodes his state, he
will first correct the flips z, z, e, and e,, obtaining the state

|U + CQ>I =

v 4 Co) = L > vt w).

\% ’02‘ welCy

Then he will identify the coset of v+ C5 and use this as the key. But instead
Bob could start by measuring in the Z basis, then decode classical. If he
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QKD protocol: BB84
1: Alice creates (4 + 6)n random bits.

2: For each bit she creates a qubit in either the Z or X basis according to
a random bit string b.

3: Alice chooses a random v € C;

4: Alice sends the resulting qubits to Bob.

5: Bob receives these qubits and publicly announces this fact, and measures
each in the Z or X basis at random.

6: Alice announces b.

7: Alice and Bob discard the bits Bob measured in a basis other than b.
With high probability there are at least 2n left; if not, abort the protocol.
Alice decides randomly on a set of 2n bits to use and selects n of these
to be check bits.

8: Alice and Bob publicly compare their check bits. If more than ¢ of these
disagree, they abort the protocol. Alice is left with the n bit string x,
and Bob with x + e.

9: Alice announces x — v. Bob subtracts this from his result and corrects
it with the code C7 to obtain v.

10: Alice and Bob compute the coset of v + C5 in C to obtain the key k.

Figure 3.3: A prepare-and-measure QKD protocol

measures the state (3.6) in the Z basis, he will get v +w + = + e, for some
w € (5 uniformly at random. Alice can then send him x, which he will
subtract. He can correct e, by using the error correcting properties of C}
(because v 4w € C1), then calculate the coset of v+ w obtaining the key k.
Notice that Bob does not need z to perform this decoding.

But this can still be simplified further. Instead of letting the measure-
ment choose w randomly, Alice can choose it. v + w is a random string in
C1, so Alice just needs to randomly choose v € Cy. The string v + x is
totally random, so Alice could simply send Bob |z), let him measure it to
obtain = + e,, then send him = — v and let him subtract it to get v 4 e,
which he corrects and decodes as above.

We still have one problem, Bob needs to know which qubits have had
a Hadamard applied to them and has to store his qubits while waiting for
this information. The solution is to send Bob (4 4 d)n qubits instead of 2n,
let him randomly choose which he applies a Hadamard to, and hope that
he got it right in at least 2n of the cases (which will happen with very high
probability). As Bob’s next step is now to measure in the Z basis, instead
of applying Hadamards to some qubits he can measure them in the X basis.
All these modifications finally give the BB84 protocol.
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3.4 QKD error rates

We have given a prepare-and-measure quantum key distribution protocol
and proven it is secure. But our protocol and proof uses tools such as error
correcting codes, which can only work if the number of errors is limited.
So we need to find bounds on what error rates our protocol and QKD in
general can tolerate. In Section 3.4.1 we show that no matter what method
we use to correct the errors Eve introduced, we can not make the protocol
secure if there are more than 25% errors. In Section 3.4.2 we show that CSS
codes can correct up to 11% errors, which gives us a lower bound on what
is achievable by BB&84.

3.4.1 Upper bound

The upper bound on the tolerable error rate of BB84 is due to an intercept
and resend eavesdropping strategy. Eve can intercept every qubit sent by
Alice. She measures it randomly in the X or Z basis, and prepares a new
qubit in the measured state, which she sends to Bob. Whatever Bob does
from this point on can be simulated by a classical random variable prepared
by Eve, making secure QKD impossible.

Let Alice send the qubit |0). Eve will choose the wrong basis with

probability %, in which case the state will either become % or ‘0>\;§|1> I

Bob chooses the correct basis, the state will get projected back to |0) or to
1), each with probability 3. So the measured error rate will be 3 = 25%,
and is the same whatever state Alice sends.

3.4.2 Lower bound

The error rate a BB84 protocol can tolerate is limited by the number of errors
the error correcting code used can correct. The Gilbert-Varshamov bound
[11] tells us if n is sufficiently large, classical linear [n, k] error correcting
codes protecting against t errors exist for which?

izl—h<2t>. (3.7)

n

If we use two such codes for C; and C3 in our CSS code, then (3.7)

becomes
k 2t
121—h<), (3.8)

n n
"_k221—h<%). (3.9)
n n

2], is the binary entropy function: h(z) = —zlogz — (1 — x)log(1 — z)
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By adding (3.8) and (3.9) we get

n+ ki — ko 22_%(215)

n n

ky — k 2t
=1 > 19 <> (3.10)

n n

which gives a lower bound on the achievable rate of CSS codes.

But if we do not want a code which corrects all errors consisting of no
more than ¢ flips, but only corrects the errors with high probability, then
it is possible to achieve higher rates. Shannon’s theorem on the existence
of good codes [11] tells us that for any € > 0 if n is sufficiently large there

exists a code with rate L
t
—=1-h <> , (3.11)
n n

with error probability P, < € when each bit is flipped with probability ¢/n.
To use such a code, the errors need to be random. So an extra step must
be introduced in the protocol to randomise them. Alice applies a random
permutation to her bits. Once Bob has received and measured the qubits,
she announces the permutation and Bob applies the inverse operation.
By using the new rate (3.11) instead of (3.7), instead of the bound in

(3.10) we get
Mk g <t> : (3.12)

n n

So to have a positive rate we need 1 — 2h(¢/n) > 0, so
(1
t<h'(5)n~011n. (3.13)

Equation (3.13) shows that CSS codes can only correct up to error rates
of 11%, so that is the maximum rate to which BB84 is secure.



34

CHAPTER 3. BB&4



Chapter 4

Decoupling bit and phase
correction

BB84 uses an error correcting code to correct both bit and phase flips.
But these two steps can also be regarded as error correction and privacy
amplification: correcting bit flips is all that is necessary for Alice and Bob
to share the same key, but Eve still gains information about it through her
entanglement with phase flips, so by correcting these we perform privacy
amplification. In BB84 these two steps are strongly correlated, because they
correspond to operations for one error correcting code and must commute.
[8] proposes a method to decouple these two processes, if Alice and Bob
share an initial secret key. But Renner, Gisin and Kraus [14] using a result
from [6, 15] have completely decoupled these two processes, and given a
new information theoretic security proof for QKD protocols, which does not
rely on entanglement purification anymore. They achieve this by applying
classical privacy amplification and proving that it is still secure against a
quantum adversary.

An advantage of decoupling these two processes is that we can consider
different procedures to treat bit and phase flips. The tolerable error rate
of BB84 is limited by the tolerable error rate of the error correcting codes
used. So by decoupling the two, we can hopefully find methods with higher
tolerable error rates. In this chapter we will use [6, 15] to achieve this
separation.

4.1 Privacy amplification

The recent result by Koenig and Renner [6, 15] gives a bound on the security
of privacy amplification when the adversary has some quantum knowledge
about our secret key. More precisely, they prove the following theorem

Theorem 4.1. Let X be a random wvariable with range X and Rényi en-

35
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tropyt R(X) = m, and let G be a two-universal random function® from X
to {0,1}5. Then for any family of states® {ps}eex in a Hilbert space Har of
dimenston 27,

m—r—s

AG(X)|px:G) < 527" (4.1)

where d is the non-uniformity* of G(X) given px and G, defined as

d(Zlpx;G) =6 (Z Pagz| 22| @ pz @ |g)9l, Z Prgulufu| @ pr ® ‘g><g> )

T,g,2 z,g9,u
(4.2)
with pgg, = Pr(X =2,G = g,Z = 2], U is a uniform random variable with
the same range as Z, {|g9)}, {|2)} and {|u)} are orthogonal basis, and (-, ")
is the trace distance as defined in Section 1.3.3.

It might not be obvious at first why the definition of non-uniformity
given in Theorem 4.1 implies security. So in the following corollary we will
show that it implies that Eve cannot extract any information from px by a
measurement which would depend on her knowledge of G.

Corollary 4.2. The definition of non-uniformity given in (4.2) implies that
for the outcome Y of any measurement of px depending on G we would have

d(Z]Y) < d(Z|px; G),

where d(Z|Y') is the classical non-uniformity of random wvariable Z given
Y, which is the expected value over Y of the variational distance between
the probability distribution of Z given Y and a uniform distribution U:
d(Z|Y) =53, Pr(y) 2. [Pzy (2,y) — Pu(2)].

Proof. Let Eve perform a measurement { M}, which depends on the value
of G and has outcome Y. If we represent the classical information G
quantumly by saying Eve has the state > .  pzgpz ® |9)(g], as has been
done in (4.2), applying this measurement corresponds to measuring with
{M{ @ |gXg|}y,g. Eve can write the outcome in an ancilla system and dis-
card the X and G systems. Applying this to Equation (4.2) we get

d(Zlpx;G) =0 (Z Pag=l2)(2] © pr ® |g¥gl, D Prgulu)ul ® pr @ !9><9!>

T,9,% z,g,u

>0 (ZpyZIZXZI © [y)yl, Y puylu)ul @ |y><y|> : (4.3)

y?z u?y

!Then Rényi entropy is defined as R(X):=—log ZIEX p.2, where p,. is the probability
of outcome z

2A random function G from X to ) is called two-universal if Pr[G(z) = G(z')] < 1/|Y|
holds for any distinct z, 2’ € X

3These states represent the adversaries knowledge of X. The size of the Hilbert space
corresponds to the adversaries memory size, namely a Hilbert space of dimension 2" would
mean a memory of r qubits.

4We refer to [15] for a definition of non-uniformity using a more adapted notation
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The inequality in (4.3) comes from the fact that o6(-,-) cannot increase
when the same quantum operation is applied to both arguments (see Sec-
tion 1.3.3).

Both arguments of (-, -) in Equation 4.3 are diagonal in the same basis,
because |z) = |u) as Z and U have the same range, only their probabilities
differ. So by a property of the trace distance given in Section 1.3.3, it is
equal to the variational distance of their probability distributions. We then
get:

d(Z|px;G) > 6 (ZpszZXZ\ B yNyl, Y puylufu| @ \y><y!>

y7’z u7y

1
= 5 Z |sz(z,y) - PUY(Z,y)|
Y,z

— %ZPy(y) Z |Pz1y (2,y) — Pu(2)],

where the last line comes from the independence of U from the other random
variables. O

It is clear that if no measurement with outcome Y can distinguish the
probability distribution of Z (respectively G(X) in the particular case of
Theorem 4.1) from a uniform distribution, then Y does not give us any
information about Z and our key as is secure as with Lemma 3.4.

In order to share the same key it is sufficient for Alice and Bob to correct
bit flips and measure their EPR pairs in the computational basis. This key
will not be secure, because it will still be strongly entangled with Eve’s state
through the phase flips. But Alice and Bob can then do privacy amplification
and by Theorem 4.1 make the key secure if they sacrifice enough bits.

So instead of using an error correcting code, which corrects both bit and
phase flips, we propose to only correct bit flips, then measure the resulting
states and apply privacy amplification to get a secret key. The first protocol,
EPR-based, is given in Figure 4.1. Similarly to the proof of security for
BB84, we will prove this protocol is secure, then modify it to obtain an
equivalent prepare-and-measure protocol.

The error sampling in Step 8 of the EPR-based protocol in Figure 4.1
is identical to Step 8 of the modified Lo-Chau protocol in Figure 3.1 on
Page 24. So Lemma 3.1 still applies and we can assume we do not have
more than ¢ bit or phase flips in the qubits remaining after error sampling.

Step 9 differs from the modified Lo-Chau protocol only in that we use
another code, one which corrects only bit flips. But Lemmas 2.16 and 2.17
apply to any stabiliser code, thus ensuring that Alice and Bob will share the
same key after error correction and measurement, if the syndrome measure-
ment projects the state on one which is correctable (which happens with
high probability according to Lemma 3.1).
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QKD Protocol: EPR-based with 2-universal privacy
amplification

1: Alice creates 2n EPR pairs in the state \<I>+>®2n = |®Cn),

2: Alice selects n of the 2n EPR pairs to serve as check bits to test for Eve’s
interference.

3: Alice selects a random 2n-bit string b, and performs a Hadamard trans-
form on the second half of each EPR pair for which b is 1.

4: Alice sends the second half of each EPR pair to Bob.

5: Bob receives these qubits and publicly announces this fact.

6: Alice announces the bit string b and which EPR pairs are to serve as
check bits.

7: Bob performs Hadamards on the qubits where b is 1.

8: Alice and Bob each measure their halves of the n check EPR pairs in
the |0), |1) basis and publicly share the results. If more than ¢ of these
measurements disagree, they abort the protocol.

9: Alice and Bob measure their qubits according to a syndrome measure-
ment for a pre-determined [n, m] stabiliser-based quantum error correct-
ing code correcting up to t bit flips, obtaining the syndromes s4 and sg
respectively. Alice announces her syndrome to Bob, who computes and
corrects the error with syndrome sgp = s4®sp. They decode their states,
now obtaining a superposition of the 2 computational basis states.

10: Alice and Bob measure their states in the computational basis obtaining
a shared (insecure) key x.

11: Alice fixes the randomness of a two-universal random function
G: {0,1}™ — {0,1}*, obtaining g, and communicates this to Bob.

12: Alice and Bob compute the final key as k = g(z).

Figure 4.1: A QKD protocol which relies on EPR pairs and the security of
2-universal privacy amplification

The security of this protocol doesn’t rely on the fidelity to EPR pairs and
Theorem 3.2 anymore, but on the security of privacy amplification against
an adversary with quantum information about our key and Theorem 4.1.

Theorem 4.3. Let X be the random wvariable taking the value of the key
obtained at Step 9 of the EPR-based protocol (Figure 4.1) with range {0,1}™,
px the state of Eve’s system and G the two-universal random function used
for privacy amplification with range {0,1}*. If s = m — nh(t/n)) — (, then

1
d(G(X)|px; G) < 5275,

Proof. Let us choose the Pauli operators as a basis to express the noise or
tampering affecting our system. Let E, . be the Pauli operator with X
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operators at the positions indicated by the vector z, Z indicated by z (and
Y when both z; and z; are 1). As our error sampling showed us that we do
not have more than ¢ errors, we must have w(z) < t and w(z) < t, where
w is the hamming weight function. Let Eve’s system start in the state |0).
After her tampering the combined system is in the state

‘\I’ABE> - (Z Ax,zEa:,z & |-T,Z>E<O|E> ‘(I)(n)>AB|O>E

T,z

1 2| .
=37 D Aaa (1) i) li + @) gl 2) e (4.4)

1,2,2

Let Alice and Bob perform the bit flip error correction as described in
Step 9. The state in (4.4) becomes (before decoding)

[Wap) = 2o 30 A(=1)°lehale) pl2) (4.5)

where ¢ € s, and w(z) < t.

The measurement in the computational basis performed in Step 10 pro-
duces each key with equal probability. Therefore the Rényi entropy of X
is

R(X)=—log ) p,’=m. (4.6)
TEX

From (4.5) we can see that the size of Eve’s quantum memory is max-
imised when the states |z) are orthonormal, and the A, uniform. z can take
any value as long as w(z) <, i.e., Zz':o (’;) values. So the entropy of Eve’s

system is
S(E) < —logjzi:o (?) < nh (;) . (4.7)

By placing the bound on Eve’s memory size obtained in Equation (4.7)
and the Rényi entropy of X from Equation (4.6) in the Equation (4.1) of
Theorem 4.1, we get

1 _m=nh@/m)=s
2 .

d(G(X)lpx; G) < 52
We then set .
s:=m —nh <> —C. (4.8)
n
in the above equation to conclude the proof. ]

If ¢ = 6(n), e.g., ¢ = on for a small ¢, then the non-uniformity will go
to 0 for n going to infinity.
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4.2 Reduction to prepare-and-measure

We would now like to reduce our EPR-based protocol to a prepare-and-
measure one similar to BB84. The only differences between this EPR-based
protocol using privacy amplification and the modified Lo-Chau protocol from
Chapter 3 are in Step 9 and the new Steps 11 and 12. So only for these 3
steps will the reduction be different.

QKD protocol: BB84-like with 2-universal privacy
amplification

1: Alice creates (4 + §)n random bits.

2: For each bit she creates a qubit in either the Z or X basis according to
a random bit string b.

3: Alice chooses a random v € C

4: Alice sends the resulting qubits to Bob.

5: Bob receives these qubits and publicly announces this fact, and measures
each in the Z or X basis at random.

6: Alice announces b.

7: Alice and Bob discard the bits Bob measured in a basis other than b.
With high probability there are at least 2n left; if not, abort the protocol.

Alice decides randomly on a set of 2n bits to use and selects n of these
to be check bits.

8: Alice and Bob publicly compare their check bits. If more than ¢ of these
disagree, they abort the protocol. Alice is left with the n bit string x,
and Bob with = ® e.

9: Alice announces x @ v. Bob adds this to his result, and corrects it with
the code C to obtain v.

10: Bob then decodes v obtaining y such that v = Gy, where G is the
generator of C.

11: Alice fixes the randomness of a two-universal random function
G: {0,1}™ — {0,1}*, obtaining ¢, and communicates this to Bob.

12: Alice and Bob compute the final key as k = g(y).

Figure 4.2: A prepare-and-measure QKD protocol which uses privacy am-
plification

The privacy amplification steps are in fact already classical steps, so we
do not need to modify them. The difference in Step 9 between the two
protocols is that a different code is used. Instead of using a CSS code,
composed of two classical codes, C1 and Cs, used to correct bit and phase
flips, we only make use of one classical linear code C', which corrects only
bit flips. The reduction is nearly identical. Instead of letting a measurement
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randomly choose the code used, Alice might as well choose it herself. Bob
can also do the measurement before the error correcting, and then do this
classically. And instead of announcing the code space and letting another
measurement choose randomly a word in the code space, Alice might choose
the code-word herself, v € C, and send it to Bob as x @ v, which is a totally
random bit string. This is exactly identical to what was done in Chapter 3,
so we refer to that for more details.

The only slight difference is in the decoding, in Step 10, where instead
of finding the coset of v+ Cy in Cy, Alice and Bob simply decode v from C,
finding the y with Gy = v, where G is the generator of C.

4.3 Maximum error rate

As in Section 3.4.2 we would like to calculate what error rate our protocol
can tolerate. For the linear code part we can reuse the Shannon code rate
given in Equation (3.11) if we randomly permute the qubits again. For the
privacy amplification, part, the rate is given by Equation (4.8). By putting

the two together we get
t
s—n<1—2h ()) —C.
n

In order to have a positive rate we need 1 — 2h(t/n) > 0, so

1
t<h! <2> n=0.11n.

Exactly the same maximum tolerable error rate as in (3.13) for BB84.
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Chapter 5

Error detection

BB84 corrects the errors introduced by Eve to un-entangle her states from
Alice and Bob’s and make the result of their final measurement secret. In
this chapter we will use an idea proposed by Gottesman and Lo [4] and
perform error detection. Instead of correcting every error, we try to detect
them and drop the qubits with them.

The error detection is done by blocks, so we first randomly permute the
qubits and form blocks. The error detection is done by checking the parities
of random samples for each block. If we find an error, we drop the block,
if not we keep it. The blocks left are not totally bit flip free, because some
errors might survive the random sample parity check step. So we use an
error correcting code to correct them. When we have bit flip free blocks,
we can measure them and apply classical privacy amplification as in the
previous chapter.

5.1 The protocol

The protocol which we will discuss throughout this chapter is given in Fig-
ure 5.1. The difference between this protocol and the one from Chapter 4
given in Figure 4.1 is that the new protocol has two extra steps, Steps 9 and
10, in which we try to detect bit flips. For each block we measure parities
of random qubits in the Z basis, and if we do not detect differences between
Alice’s and Bob’s block, we keep these blocks, else we discard them.

This confirmation step is very similar a the syndrome measurement, as
we have done in previous protocols for error correction (and in this protocol
in Step 11). Let us look at the Confy protocol given in Figure 5.2 in a bit
more detail. The measurements done in Step 2 are equivalent to a syndrome
measurement for a random code. To see this let us define 3; as

3 {O if the outcome of the measurement g; gives +1,
i 1=

1 if the outcome of the measurement g; gives —1.
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QKD Protocol: EPR-based with block confirmation and
2-universal privacy amplification

1: Alice creates 2n EPR pairs in the state \<I>+>®2n = |®),

2: Alice selects n of the 2n EPR pairs to serve as check bits to test for Eve’s
interference.

3: Alice selects a random 2n-bit string b, and performs a Hadamard trans-
form on the second half of each EPR pair for which b is 1.

4: Alice sends the second half of each EPR pair to Bob.
5: Bob receives these qubits and publicly announces this fact.

6: Alice announces the bit string b and which EPR pairs are to serve as
check bits.

7: Bob performs Hadamards on the qubits where b is 1.

8: Alice and Bob each measure their halves of the n check EPR pairs in
the |0), |1) basis and publicly share the results. If more than ¢ of these
measurements disagree, they abort the protocol.

9: Alice announces a random permutation of the remaining n qubits, and
Alice and Bob permute the qubits accordingly. They form % blocks
B; of size logn, containing their qubits in positions (j — 1)logn + 1 to
jlogn.
10: For each block B; Alice and Bob run® Conf,(B;) and either drop it if
the confirmation fails, or obtain a block encoded in a random code space
Cg, of dimension 2!°6"~¢, where £ is the number of iterations (of tests)
of the Conf, protocol. Let p be the number of blocks left. If it is too
small to produce a key of the desired length, they abort the protocol.

11: Alice and Bob measure their qubits according to a syndrome measure-
ment for a [y logn, v] stabiliser-based quantum error correcting code cor-
recting up to t’ bit flips, for some small ¢/, obtaining the syndromes s
and sp respectively. Alice announces her syndrome to Bob, who com-
putes and corrects the error with syndrome sg = s4 ® sp. But they do
not decode it yet.

12: Each of Alice and Bob’s systems are now encoded in a code space sta-
bilised by the set of all the generators of the block code spaces {C3, }
and the error correcting code space Cs,. So Alice and Bob decode from
this space and measure their states in the computational basis obtaining
a shared (insecure) key x of length v — ul.

13: Alice fixes the randommness of a two-universal random function
G:{0,1}»=# — {0,1}*, obtaining g, and communicates this to Bob.

14: Alice and Bob compute the final key as k = g(z).

“This protocol is given in Figure 5.2

Figure 5.1: A QKD protocol which relies on EPR pairs, error detection and
the security of 2-universal privacy amplification
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Block confirmation protocol: Conf,(B™)

1: Alice and Bob hold together m noisy EPR pairs.
2: For ¢ from 1 to £ do
- Alice chooses X; € {0,1}™ uniformly at random and announces it
to Bob.

- Alice and Bob measure their qubits with the observable g; com-
posed of tensor products of I and Z with an I for each 0 in A; and
a Z for each 1 and obtain 3;.

- They share the results. If the outcomes disagree they abort the
protocol and drop the block.

3: Each half of the block now lies in a subspace of dimension 2~ ¢. Alice
and Bob keep 8 = {8;} and A = {\;}, because they will be needed later
of decoding.

Figure 5.2: A protocol to test a block for bit flips

The states measured with the observables {g;} then get projected onto the
subspace stabilised by ((—=1)%1g,...,(=1)%gs). This is a code space of
dimension 2~¢ of the code Cp, which has syndrome 3 and is built from a
classical linear code with parity check matrix A\, where the i*" line of X is the
A; chosen randomly in the protocol. As Alice and Bob only keep blocks for
which they measured the same syndrome, there is no error correction step,
so they don’t need to know anything about the error correcting properties
of this code.

The next step of the EPR-based protocol in Figure 5.1, the error correct-
ing (Step 11), works identically to the error correction seen in the previous
chapter. But the bit flip error rate is hopefully lower after the block confir-
mation step, and we can use an error correcting code which only corrects a
few errors t'. But when we decode in Step 12 we should decode from both
the error correcting code space and the random block code spaces used in
the block confirmation protocol. We finally apply a random two-universal
function in the last steps to make the key secure.

5.2 Residual bit flips

We are now interested in calculating exactly how many bit flips are expected
to get through the confirmation phase, and how many qubits are expected
to remain after. Let us first have a look at the number of blocks which don’t
contain any errors. By Lemma 3.1 with high probability we do not have
more than ¢ bit or phase errors, so to take the worst case, we may assume
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that we have exactly ¢ bit and phase flips. Lemma 5.1 gives us a bound
on the expected number of blocks with 0 bit flips. And Lemma 5.3 gives a
bound on the probability of being close to the expected value.

Lemma 5.1. Let N be a random variable representing the number of blocks
which do not contain any bit flips. Then

Lnl—log(%e%(l)) < E[N] < Lnl—log(%e)
logn -

— t
where € := -

Proof. Let us define random variables X; as

X 0 if block ¢ contains a bit flip,
7)1 otherwise.

Then N =), X; and

E[N] =Y E[x] = % Pr[X; = 1], (5.1)

where m is the size of a block, and ;* is the number of blocks.

There are t bit flips in the n qubits. So the probability of a block
containing no errors is the number of ways to choose m qubits out of the
n — t error free qubits over the total number of ways to construct a block:

n—t
Pr [Xz = 1] = ((?:))a
which can be upper bounded by

(") _ (n—=0)n—m)!
() (n—t—m)n!
m—t)---(n—t—m+1)
n---(n—m+1)

< (2 —a-om 52)

n

and lower bounded by

(") _ (n=1)(n—m)!
(") (n—t—m)n!
(n—t)---(n—t—m+1)
n---(n—m+1)

() o) e
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The upper bound of this lemma follows immediately by setting m :=
logn in (5.2) and putting this in (5.1). To derive the lower bound we need

to notice that T = 10;51" =o0(1). So

E[N] 1ogn <1 1 —60(1))logn

B Lnlog(l—#(l))
logn

1 nlflog(ﬁJro(l)).
logn

v

O
Note 5.2. The Equations (5.2) and (5.3) bound the probability of there

being no errors in a block very tightly. If we take the limit when % — 0
we get Pr[X; = 1] = (1 — ¢)™. This is exactly the probability we would
have had, if we had assumed a slightly different (and simpler) model in
which the errors are independent: each qubit is bit-flipped with probability

¢, independently of the other qubits.

We now have a bound on the expected number of blocks with no bit flips
which is sublinear in n, but still polynomial. For this to be useful we still
have to show that with large probability the number of bit flip free blocks
will be close to the expected value, which we do in the following lemma.

Lemma 5.3. Let N be a random variable representing the number of blocks
which contain not bit flips. Then

L logn - (oos(eL,)

1—e

Pr[N < (1-9)E[N]] <

N < (L= BN € g < %
Proof. Let us again define random variables X; which indicate whether block
i has a bit flip or not, so N = . X;. The X; are unfortunately not indepen-
dent, so we can not apply a bound like Chernoff. But we can use Chebyshev,
which states that

Var(N)

Pr[|N — E[N]| > §E[N]] < 2 BN (5.4)

Let us calculate the variance of IV:

Var(N) = E[N?] - E[N]> = Y E[X;X;] — E[N]?
i
= > EX7]+) E[XiX;] - E[N]?

l i)

= E[N]+ Y _E[X,X,] - E[N]>. (5.5)

iJ
i#]
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{O if either block ¢ or block j contains a bit flip,
XiXj = :
1 otherwise.
n—t
So E[X;X;] = Pr[X;X,; =1] = (2;7) .
(2m)
Zi,' E[XZX] n (n n—t\ (n\2
2 e @1 () )

=
=

~—
[\

nl(n —2m)!(n —t —m)!?

—t)l(n—t—2m)l(n —m)!?
cn=m4+Dn—t—m)---(n—t—2m+1)

—

|3 3

—

—t)---n—t—m+1(n-—m)---(n—2m+1)
< n—nm >m<n—t—m>m
<1.
n—t—m n—m -
So > E[X;X;] < E[N]? By putting this in Equation (5.5) we get

i#j
Var(N) < E[N]. Which in turn goes in the Chebyshev bound (5.4) and
together with the bound for E[N] from Lemma 5.1 proves this lemma. [

~— —— S —

313 313 3|3
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—
|

We have found a bound on the number of bit flip free blocks which will
be respected with high probability. So we can make sure that enough qubits
will survive the block confirmation step to generate a key of the desired
length. But not only bit flip free blocks will pass the test, some errors might
slip past as well. So let us now look at the probability of failing to detect
bit flips in our block confirmation protocol.

Lemma 5.4. Let X be the random variable for the vector of differences

between Alice’s and Bob’s measurement when they each measure the block B
in the Z basis. Then

Pr[Conf,(B) = ok| X = z] = {1_€ o= Q’
2 otherwise.

Proof. A measurement of Z ® Z on every EPR pair would give us the value
of X. As Confy(-) only uses measurements in the Z basis, these operations
commute. The measurement of one does not influence the outcome of the
other, and we may do them in the order we want or not do them at all.
The lemma can be read as a statement on the probability of a block being
accepted, given that a measurement of Z ® Z on every EPR pair would
have shown a non-zero bit flip vector. Actually any measurement in the
Z basis would commute with these operations, so we might as well do a
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complete measurement in the Z basis and reduce the problem to classical
probability. Let M4 and Mp denote random variables for the outcome of

complete measurements in the Z basis of Alice respectively Bob’s part of
the block B. We have

Pr [Conf,(B) = ok|X = z]
_ Pr[Confy(B) = ok, X = z]

Pr[X = z]
_ >_; Pr[Conf,(B) = ok, Ms =i, Mp =i+ x]
N Pr[X = z]
> Pr[Confy(B) = ok|Ms =i, Mp =i+ x| Pr[Ma =i, Mp = i + x]

Pr[X = z] 56
5.6

Let us express Eve’s tampering in terms of bit and phase flips as we have
up to now. Alice and Bob’s system is in the state

pan = 5o > Pax(=1)H0) it 2) (7140 + 2.
i7j7x7z

which is equivalent to the state in (4.4) with Eve’s system traced out. Let
us perform a complete measurement of the system in the Z basis and obtain
M4 =i and Mg =i+ x, for some z # 0. The system is then reduced to
the pure state

1) = 1i) gli + ) -
Let us now apply the confirmation protocol, and write the result of the
measurements from Step 2 in ancilla systems A’ and B’

W/> = |i>A‘)‘iT>A/’i + :c)BP\(i + x)T>B/'

The confirmation succeeds if Ai’” = A(i + )7, i.e., AT = 0. But as each \;
is chosen randomly we have

Pr [)\ZwT = 0|:1c #* O] = % and Pr [)\Z-xT = O‘x = 0] =1,
o
Pr [)\a:T = 0|a: #* 0] =2 and Pr [)\xT = O‘x = 0] =1.
In other words, for x # 0,
Pr[Confy(B) = ok|My =i, Mp =i+ z] = 27*.
By putting this in Equation (5.6) we get for « # 0,

275 Pr[My =i,Mp =i+ 7]
Pr[X = z]

Pr [Conf,(B) = ok|X = z] = =27t

And the probability for x = 0 is obtained similarly. O
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Now that we know the probability of errors getting through the test, let’s
use Baye’s rule to find the expected number of errors in the blocks which
pass the test.

Lemma 5.5. Let the number of the tests performed in the block confirmation
protocol be ¢ := alogn for some 0 < o < 1, and the blocks have size
m := logn. For a random variable X; representing the number of bit flips
in block B;, the expected ratio of bit flip errors if it passes the confirmation
18

%E [X;|Confy(B;) = ok] < en~olos (1

()

Proof.
E [X;|Conf,(B ZxPr = z|Confy(B;) = ok

B szo xPr[X; =z, Confy(B;) = ok]

- Pr [Confy(B;) = ok|

_ >t 2 Pr[Confy(B;) = ok|X; = 2] Pr[X; = z]
Z?’ o Pr[Confy(B;) = ok|X; = z] Pr [X; = z]

2ty ePrX =

- 27'Pr[X; # 0]+ Pr[X; = 0]
27£E[XZ']

= Pr[X; = (]

em2~!

S
(1~ =4m)

— e ttmlog(t+o(1))

To finish the proof we set m = logn and £ = alogn in the result above.
O

Note 5.6. If we choose a > log ( ) then the ratio of bit flips left after

the block confirmation will go to 0 for n going to infinity. So by choosing a
larger n we can use a code in Step 11 correcting as little errors as we want,
making its effect on the decoding rate negligible.

5.3 Residual phase flips

The block confirmation step reduces drastically the number of bit flips in
the qubits kept. But depending on how Eve places the errors, such a strat-
egy could increase the concentration of phase flips. In this section we will
calculate this new concentration of phase flips to know what parameter we
need for the privacy amplification step.
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Lemma 5.7. Let n := plogn be the number of qubits left after the block
confirmation step. Let X be the random variable for the number of bit flips
in the remaining qubits and Z the random variable for the number of phase
flips. Assuming there were exactly t bit and t phase flips in the qubits to
start with, then if FEve never flipper both the bit and the phase of the same
qubit, the probability of the phase flips given that no bit flips got through the
block confirmation protocol has a hypergeometric distribution:

t\ (n—2t
() (52
_t .
()
Proof. (”;t) is the number of ways to keep n qubits from the n — t qubits
without any bit flips. There are z phase flips in the remaining qubits, which
can be chosen in (z) ways. The remaining n — z qubits must come from

the n — 2t qubits with no errors. Put together this gives us the sought
distribution. I

PriZ =2 X =0] = (5.7)

Assuming that Eve never flipped both the bit and phase of a qubit is
the worst case: if she had, those phase flips would have been dropped with
high probability during the block confirmation step and the concentration
of phase flips left would be less.

For convenience let us rename the random variable Z|X = 0 with Z.
The expected value of a hypergeometric distribution is known to be

Bl = (o)1= (1 ) v (5.9

In reality t is an upper bound on the number of errors, and some bit flips
might have got through the block confirmation, so (5.8) is an upper bound
on the expected number of phase flips. But for it to be useful, we still have
to show that with high probability the number of phase flips is close to the
expected value.

Lemma 5.8. The probability of having more phase flips than the expected
value is bounded by

Pr [ZQ > (1 + (S)E[Zo]] S 670(5277)‘

Proof. Finding a bound for the hypergeometric distribution given in (5.7)
is not simple, because the errors on the qubits are not independent. Instead
we will consider the following model: each qubit contains an error with
probability 2e. With probability % that error is a bit flip respectively a
phase flip. We then have the following distribution:

Pr(Z = 2, X' = 2] = (x ! Z) (26)7H(1 — 26)7= (”3 : Z) (;)x (;) |

(5.9)
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We are interested in the case X’ = 0, so let us calculate the probability
distribution for Zj := Z|X = 0 from (5.9):

Pr[Z = 2, X' = 0] = (Z) (20)(1 — 2)7~ <;>

(e

=(e+1—2¢)"=(1-¢)".

Pr(Z' =z, X' = 0]
Pr[X’ = 0]

= (1—e)" (Z) (1 — 26)7

OGO e

Equation (5.10) is in fact a binomial distribution with parameters n and
€

1—e’
Let us now compare the binomial distribution of Z{ and the hyperge-
ometric distribution of Zy. They have the same expected value, namely

€
1—e

will have exactly ¢ phase flips and the variance is 0, whereas in the inde-

pendent model every qubit could be an error with probability —, so the

n—t’
expected value is ¢ but the variance is much larger. If we reduce the number
of qubits kept, the variance of the dependent model will slowly increase.
And when we only choose only one qubit out of the n, both models will

have the same distribution. So Zj varies less from the expected value and

> n. But the variance of Z|) is greater. If n = n — ¢ then the Zj model

Pr [Zo > (14 6) (1€6> ?7] < Pr {Z{) > (1+90) <1€_6> n] . (511)

For a binomial distribution we can use Chernoff’s inequality which says
that

5°E(Z))

Pr(Z)>(1+06)E[Z)]] <e 3 . (5.12)

By putting Equations (5.11) and (5.12) together we prove the lemma. [
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5.4 Maximum error rate

We can now put everything together to calculate the maximum tolerable
error rate of this protocol.

Theorem 5.9. For very large n the EPR-based protocol using block confir-
mation and privacy amplification given in Figure 5.1 can tolerate errors up
to 16.9%.

Proof. Let u be the number of blocks which pass the confirmation, so 77 :=
plogn is the number of qubits left. From Lemma 5.5 and Note 5.6 we

know that if we choose £ > log (i) logn the residual bit flip error rate
will go to 0. The decoding in Step 12 then reduces the number of qubits
from 1 to n — plog <ﬁ) logn =7 (1 — log (ﬁ)) From Lemma 5.8 and
Theorem 4.3 we know that to be secure the privacy amplification should
further reduce the number of qubits by the size of the adversary’s memory,
which is nh ( £ ) The final number of qubits is

() ().

which is greater than 0 if € < 0.169. O

5.5 Reduction to prepare-and-measure

5.5.1 Prepare-and-measure protocol

The reduction to a prepare-and-measure protocol is similar to what we have
done in the previous chapters. The final protocol given in Figure 5.3 resem-
bles BB84 (Figure 3.3) in its structure, with extra steps for error detection
and privacy amplification.

Steps 1 to 8 are nearly identical to the previous sections: Alice creates
(4+0)n random bits and encodes them in the Z or X basis at random, Bob
measures them upon reception in one of the two basis at random, they keep
the ones measured in the same basis and compare the values for half of them
getting an estimation on the error rate. They now each have a string x and
T D e.

In Step 3 Alice randomly chooses the parity check matrices which will
be used for the block-wise error detection. Each block is of size logn and
¢ checks are performed, so the random parity check matrices A; are of size
(¢ x logn). The effect on the complete string of performing these block-
wise parity checks is equivalent to multiplying the whole string with the
parity check matrix H), which contains the \; matrices in its diagonal, as
illustrated in Figure 5.4.
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QKD protocol: BB84-like with block confirmation and
2-universal privacy amplification

1: Alice creates (4 + §)n random bits.

2: For each bit she creates a qubit in either the Z or X basis according to
a random bit string b.

n

3: Alice chooses ;
ogn

parity check matrices \; of size (¢ x logn) uniformly

at random, where ¢ = (log (i) +6) logn. She chooses a random
v € C), which is the code with parity check matrix Hj, which has the
A; in its diagonal (see Figure 5.4).

4: Alice sends the qubits to Bob.

5: Bob receives these qubits and publicly announces this fact, and measures
each in the Z or X basis at random.

6: Alice announces b.

7: Alice and Bob discard the bits Bob measured in a basis other than b.
With high probability there are at least 2n left; if not, abort the protocol.
Alice decides randomly on a set of 2n bits to use and selects n of these
to be check bits.

8: Alice and Bob publicly compare their check bits. If more than ¢ of these
disagree, they abort the protocol. Alice and Bob are each left with an n
bit string.

9: Alice announces a random permutation of the remaining n bits, and
Alice and Bob permute the bits accordingly. Alice now has the string x
and Bob has x @ e. They form 57 substrings z respectively x? of size

log

logn, containing their bits in positions (j — 1) logn + 1 to jlogn.

10: Alice announces x @ v. Bob adds this to his string. For each substring
J Alice announces A; and Bob calculates )\jvg. If the outcome is not
0, they drop the substring. Let w and w @ e’ be the concatenation of
Alice respectively Bob’s substrings left. With high probability w will
have length n > (1 — 6)n1_1°g(i). If not, they abort the protocol.

11: Alice chooses a [n,v] code C, with parity check matrix H, correcting a
small number of errors ', and announces it to Bob. Let H be the parity
check matrix of the code C' with the A; of the surviving substrings in
a diagonal and H, appended (see Figure 5.4). Alice chooses a random
zeC.

12: Alice sends Bob w@®z. He adds it to his code obtaining z@®e’ and corrects
it using C,, now obtaining z. He decodes it from C' obtaining the word
y of length v — pl.

13: Alice fixes the randommness of a two-universal random function
G:{0,1}»=# — {0,1}*, obtaining g, and communicates this to Bob.

14: Alice and Bob compute the final key as k = g(y).

Figure 5.3: A prepare-and-measure QKD protocol which drops blocks in
which errors were detected and uses privacy amplification
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Al

A n An
logn Hl/

Figure 5.4: Parity check matrices for the codes used in the BB84-like proto-
col with error detection and privacy amplification (Figure 5.3). H) is used
in Step 3 and H in Step 11.

In BB84, when Alice holds the string x and Bob has x @ e, Alice sends
him x & v which he adds to his string to be left with a codeword v and an
error e, on which he can perform error correction. Here in Step 10 we do
exactly the same. The parity check is equivalent to projecting their states
in a random code. As what is important is the difference between Alice’s
and Bob’s syndrome, Alice can choose a codeword v from the random code
C, which as the parity check matrix H), send Bob x ® v, who adds it to
his string. He can then measure the error syndrome block-wise, using the
Aj in Hy. But instead of correcting the errors, they drop the substrings
containing them. The now each have the strings w and w @ e, which are
shorter than the original ones, but contain less errors.

In Steps 11 and 12 they correct the errors remaining. Alice chooses a
code C, with parity check matrix H, correcting a small number of errors
t'. The combined effect of the error detection and error correction projects
their states into a code, which has a parity check matrix consisting of the
concatenation of the error detection parity check matrix (for the surviving
blocks) and the error correcting parity check matrix, i.e., H with the \;
of the surviving blocks in the diagonal and H, appended, as illustrated in
Figure 5.4.

So to perform the actual error correction, Alice can choose a random
codeword z in C, which has the parity check matrix H, and send Bob w ® z,
who adds it to his string and measures the syndrome with H,, corrects it
and decodes from C. As the parities of the \; are known, there is no need
for Bob to measure them again, H, is enough.

The final step is privacy amplification with a two-universal function.

5.5.2 Reduction

The proof of equivalence between the EPR protocol (Figure 5.1) and the
prepare-and-measure one (Figure 5.3) is slightly more complicated than for
the reduction in the previous chapter, because we cannot apply directly the
Shor-Preskill proof as we did then. The first step of that proof gets rid of
the EPR pairs by encoding the state Alice sends to Bob in a stabiliser code.
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But in our new EPR protocol we do not know which blocks will survive
the block confirmation in Step 10, so Alice cannot encode the state in the
code used in Step 11, because she does not know which qubits need to be
encoded. We will however argue that the same reduction can be applied,
and that it is secure.

Let us go through the EPR-based protocol from Figure 5.1 and the BB84-
like protocol in Figure 5.3 we would like to reduce it to, and show that from
Eve’s point of view there is no difference, so the two are equivalent. As
explained in Section 5.1, the block confirmation done in the sub-protocol
Conf, in Figure 5.2, is equivalent to measuring the syndrome of a random
code. We have shown in Chapter 3 that this is equivalent to projecting the
EPR pairs onto a code with a random syndrome, so Alice might as well
choose the code/syndrome herself. We then showed that Bob could first
measure before decoding, so Alice does not even need to encode. She can
wait until she knows which qubits Bob measured in the right basis, then
calculate which coset her non-noisy string belongs to, and tell it to Bob so
he can correct and decode. We do exactly the same here, giving the Steps
1 to 10 of the new protocol.

As explained above, the difficulty comes from the error correction in
Step 11 of Figure 5.1. Let us suppose for an instant, that Alice knows from
some oracle which qubits will survive the block confirmation. She could then
encode the correct qubits from the start in the code used in Step 11 and run
an equivalent protocol with no EPR pairs. Eve would not see any difference
between this oracle-aided protocol and the EPR-based one, since surviving
and removed blocks are both equivalent to completely mixed states. Alice
could then further reduce the protocol as we have done up to now, by not
encoding the state in a code anymore, but by sending random BB84 qubits,
which is what we do in Figure 5.3. This new protocol is indistinguishable
by Eve, therefore equivalent to the oracle-aided one and equivalent to the
EPR-based one. But she does not treat qubits which survive the test and
those which fail differently any more (just as she does not treat qubits who
serve as test bits and those who are used to generate the key any differently).
So for this last protocol, she does not need the help of the oracle anymore.
We finally conclude that our BB84-like protocol and the EPR-based one are
equivalent.
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Conclusion

6.1 Advantages

The tolerable error rate of the protocol given in Figure 5.3, 16.9%, is slightly
worse than the result from [4], which achieves 18.9%. But it has a few other
advantages.

First of all, the simplicity of the analysis. We have two separate and
clear error detection and privacy amplification steps. We do not alternate
between several phases of one and then the other, which allows us to derive
the error rate bound analytically and not numerically.

Secondly, we only perform error correction for a very small number of
errors, with a ratio going to zero. Error correction is a heavy operation with
an exponential complexity, so performing it for a large n is not practically
realisable. But our scheme detects nearly all bit flips and only leaves a
number in o(n), so a very simple error correcting code may be used.

Moreover, as the privacy amplification step we used to compensate for
phase flips is completely decoupled from the error correction/detection, any
interactive protocol can be used to correct bit flips. We are not restricted
to bit flip correction measurement operators which commute with the phase
flip correction operators. Thus generalising these ideas to any interactive
protocols using linear codes is straightforward.

6.2 Further improvements

The bit flip detection performed in Chapter 5 was pretty successful: it al-
lowed us to increase the tolerable error rate from 11% to 16.9%. So it would
be natural to try to apply it to phase flip detection. The idea is pretty simple:
perform a block confirmation protocol for the bit flips, apply Hadamards to
every qubit, and start again with the bloc confirmation for the phase flips.
Such a protocol would be successful up to an error rate of 25%, but it is
unfortunately not reducible to a prepare-and-measure protocol. In such a

o7
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protocol, we do not perform the measurements in the X basis. But these
would be essential to identify which blocs have phase flip errors and should
be dropped.

The size of Eve’s memory calculated in Theorem 4.3 was an upper bound
based on the number of phase flips present before the bit flip detection. But
when we check parities, we reduce the dimension of our space and this might
also reduce the number of phase flips. So by considering the quantity present
before the error detection, we consider the worst case. Our calculations
showed that the dimension reduction would only affect the size of Eve’s
memory if it was greater than that of Alice and Bob. And is such a case no
key could be extracted anyway. However, if we take into account that the
reduction is done block-wise, it could be possible that for a specific block
Eve has a lot of information due to phase flips, and some of this is lost during
the bit flip detection, but all together she has little enough information for
it to be possible for Alice and Bob to produce a secure key.

Instead of considering blocks of size logn, we could take blocks of a
constant size, such as done in [4]. The error detection would not reduce
the bit flip ratio to 0, because this is only true asymptotically. But we
could perform fewer parity checks and then use an error correcting code
correcting a higher bit flip rate. But optimising over the number of parity
checks performed on blocks of constant size has shown that the tolerable
error rate is lower than what we achieved using blocks of size logn.

But with a block of constant size the evolution of the phase flips when
we correct bit flips is more complicated, because we cannot consider the
asymptotic case, and we have not done that analysis in detail. There might
still be room for improvements, and that could explain why [4] achieves a
slightly better bound.

Maybe a further improvement could be achieved by introducing noise.
In [7, 14] it has been shown that with such a preprocessing step the protocol
can resist to high eavesdropping rates. But Alice and Bob would not share
entangled states any more, and our proof would have to be adapted.
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